TEACHER AND STUDENT OWNED DEVICES

The District appreciates the fact that employees are willing to bring in personally owned devices
to be used for school work and student use. However, several items must be addressed when
connecting a non-KETS standard device to the District’s network:

1. Security

2. Network stability

3. Liability for personal property
4. Virus protection

5. Repairs and upgrades

A student or staff member who brings privately owned devices to school are personally
responsible for the equipment. Responsibility for the maintenance and repair of the equipment
rests solely with the student/staff member. Loss or damage to the equipment is the responsibility
of the individual.

TEACHER AND STUDENT OWNED DEVICES (CONTINUED)

Software residing on privately owned devices must be personally owned. All computers must
include anti-virus software.

District technicians will not service or repair any device not belonging to the District. No internal
components belonging to the District shall be placed in any personal equipment, whether as
enhancements, upgrades or replacements. No software or applications that are deemed by the
District technology department to be for personal use will be supported by District level
personnel. If personal software or an application interferes with the District network software or
hardware, a technician may remove the personal software or application from the device. Any
damage caused by use in the District is the responsibility of the owner.

Purchasing perishable supplies to be used in equipment not owned by the District is the owner’s
responsibility.

The District retains the right to determine where and when privately owned equipment may
access the network. The student or staff member is responsible for the security of the equipment
when it is not being used. The District will monitor all activity on privately owned devices. The
District does not guarantee the privacy or security of any item stored on or transmitted by any
privately owned devices.

The District retains the right to determine where and when privately owned equipment may
access the network. The student/staff member is responsible for the security of the equipment
when it is not being used. The District does not guarantee the privacy or security of any item
stored on or transmitted by any privately owned devices.

A privately owned device can be connected to the District’s network, including access to the
Internet, under the following conditions:

1. The user has successfully completed a course in digital citizenship.

2. The connection has been approved and performed by the District technology department.
3. Use of the device adheres to the District Acceptable Use Policy.

4. File storage on the network from privately owned devices is limited to schoolwork only.
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5. The individual must supply all necessary hardware/software and cabling to connect to the
network.

6. Privately owned computing devices must be running virus detection software prior to
accessing the network or Internet.

TEACHER AND STUDENT OWNED DEVICES (CONTINUED)
For privately owned devices being used in District facilities, the District reserves the right to:
1. Monitor all activity.

2. Make determinations on whether specific uses of the device are consistent with this
policy.

3. Allot network use and monitor storage disk space utilized by such users.

4. Deem what is appropriate use.

5. Remove the user’s access to the network and suspend the right to use the privately owned
device in District facilities if at any time it is determined that the user is engaged in
unauthorized activity or is violating this policy.

RETENTION OF RECORDS FOR E-RATE PARTICIPANTS

Following initial adoption, this policy and documentation of implementation shall be retained for
at least five (5) years after the last day of service in a particular funding year.

REFERENCES:

KRS 156.675; 701 KAR 005:120; 16 KAR 1:020 KAR 001:020 (Code of Ethics)
47 U.S.C. 254/Children’s Internet Protection Act; 45 C.F.R. 54.520
Kentucky Education Technology System (KETS)

RELATED POLICIES:

03.1325/03.2325; 03.17/03.27
04.32, 05.2, 05.22
08.1353, 08.2321, 08.2322
09.14, 09.421, 09.422, 09.425, 09.426
Adopted/Amended: 6/4/2013
Order #: 15
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