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Access to Electronic Media

Technology Resources

The setup of the network entails every student having a password to log in to access anything on the computer. Teachers, library media specialist, and other educators are expected to select instructional materials and recommend research sources in print or electronic media. Educators will select and guide students on the use of instructional materials on the Internet.

Every student (4th grade and above) has a folder on the server where work can be saved. The advantage of this is students will not lose what they are working on because of misplacement or a faulty disk. That work will always be there until they leave the District or graduate. Please make sure your child supplies a strong password on the form. Any violations of the following will result in a student’s account being turned off (length of time determined by the Principal of the school):
Electronic Mail Regulations
The District offers students, staff, and members of the community access to the District’s computer network for electronic mail and Internet. Because access to the Internet may expose users to items that are illegal, defamatory, inaccurate, or offensive, we require all students under the age of eighteen (18) to submit a completed Parent Permission/User Agreement Form to the Principal/designee prior to access/use. All other users will be required to complete and submit a User Agreement Form.

When using e-mail, follow these guidelines:
· Be polite. Do not write or send abusive messages to others.

· Do not use electronic mail for communications that are not directly related to instruction or sanctioned school activities. Do not use electronic mail, for instance, for private business or personal, non-related communications.

· Do not use electronic mail for communications that are not through school account. Do not use electronic mail, for instance, from a source other than Bracken County Schools.

· Do not swear, use vulgarities or any other inappropriate languages.

· Do not send or attach documents containing pornographic, obscene, or sexually explicit material.

· Do not access, copy or transmit another user’s messages without permission.

· Do not reveal personal addresses, phone numbers or the identity of other students unless a parent or a teacher has coordinated the communication.

· Do not send electronic messages using another person’s name or account.

· Do not send electronic messages anonymously.

· Do not create, send, or participate in chain e-mail.

General Standards for Users

Standards for users shall be included in the District’s handbooks or other documents, which shall include specific guidelines for student, staff, and community member access to and use of electronic resources.
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Access to Electronic Media
Rules and Regulations

Access is a privilege—not a right. Users are responsible for good behavior on school computer networks. Independent access to network service is given to individuals who agree to act in a responsible manner. Users are required to comply with District standards and to honor the access/usage agreements they have signed. Beyond clarification of user standards, the District is not responsible for restricting, monitoring, or controlling the communications of individuals utilizing the network independently.

The network is provided for users to conduct research and to communicate with others. Within reason, freedom of speech and access to information will be honored. During school hours, teachers of younger children will guide their students to appropriate materials. Outside of school, families bear the same responsibility for such guidance as they exercise with information sources such as television, telephones, movies, radio, and other media that may carry/broadcast information.
Passwords All users shall have passwords on file with District Director of Technology/Chief Information Officer. Users in grades K-3 shall have “strong” passwords of six to eight (6-8) characters. Users in grades four (4) on, including staff, shall have passwords that meet the following requirements:

· Must be 6 to 8 characters in length with no dictionary or foreign words (forwards or backwards)

· Must include upper case -AND- lower case letters

· Must include at least 2 numbers

· Must include at least one special character such as: ! # $ % &

· Must have at least 3 different characters than previous passwords (when applicable)
No Privacy Guarantee

The network administrator/District Technology Coordinator has the right to access information stored in any user directory, on the current user screen, or in electronic mail. S/he may review files and communications to maintain system integrity and insure that individuals are using the system responsibly. Users should not expect files stored on District servers to be private.

Network and Internet Regulations

The use of your account must be in support of education and research and consistent with the educational objectives of the District’s Schools. School access is not to be used for private business or personal, non-school related communications. Students are permitted to use the Internet for research and as a resource. All sites a student accesses are recorded through a proxy. If a student tries to access an inappropriate site, the student name is flagged and the Principal of his/her school receives a referral of the site and time of use. A student who does not have a signed AUP on file may not share access with another student.

Generally, behavior including, but not limited to, the following is not permitted:

· Users may not use or alter anyone else’s Internet account.
· Users may not give their password to anyone
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Access to Electronic Media

Network and Internet Regulations (continued)
· Users may not share personally identifying information without prior authorization. Employees of the District may not reveal a student’s personal identity or post a picture of the student or the student’s work on the Internet with personally identifiable information unless the parent has given written consent.
· Users may not use Anonymous Proxy sites to access web sites that are blocked by the District Network. 

· Users may not transmit obscene, abusive or sexually explicit language
· Users may not offer Internet access to any individual via their District account.

· Users may not create or share computer viruses.

· Users may not destroy another person’s data.

· Users may not use the network for commercial purposes.

· Users may not monopolize the resources of the District Network by such things as running large programs and applications over the network during the day, sending massive amounts of e-mail to other users, or using system resources for games.

· Users may not break or attempt to break into other computer networks. This is considered Hacking and violates Federal Laws (it is a Federal offense).

· Users may not use MUD (multi-user games) via the network.

· Users are not permitted to get from or put into the network any copyrighted material (including software), or threatening or sexually explicit material. Copyrights must be respected.

· Users may not download inappropriate data onto the network. This includes, but is not limited to, MP3’s, video, games, etc unless it is for educational purposes and adheres to all other requirements.
· Purposefully annoying other Internet users, on or off the District system, is prohibited. This includes such things as continuous talk requests. A student may not participate in ANY chat rooms unless directly related to class instruction and involving the teacher.
· Using technology resources to bully, threaten or attack a staff member or student or to access and/or set up unauthorized blogs and online journals, including, but not limited to MySpace.com, Facebook.com or Xanga.com.
· Users should notify a network administrator of any violations of this contract by other users or outside parties. This may be done anonymously.

Students may also use the Internet as a medium for taking online assessment in which parental permission is not necessary. Online assessment occurs on a secured, locked site preventing the student from accessing outside information.
Additional rules and regulations may be found in District handbooks and/or other documents. Violations of these rules and regulations may result in loss of access/usage as well as other disciplinary or legal action.

     
     

