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Rappahannock County Public Schools Technology Plan (2024-2029)

Vision

Rappahannock County Public Schools (RCPS) will leverage technology to foster a
digitally rich learning environment, equipping all students with the skills needed to thrive
in a global, interconnected world. Our vision is to create a secure, flexible, and
sustainable technology infrastructure that enhances learning, builds digital literacy, and

supports equitable access to resources for all members of the community.

Mission

To enhance the educational experience of all students by providing cutting-edge
technology, integrating digital tools into daily instruction, and offering robust
professional development for educators, while ensuring safety, security, and inclusivity

across the district’s digital infrastructure.

Guiding Principles

* Equity: Ensure all students, regardless of geographic location or socioeconomic status,
have access to high-quality digital tools and learning opportunities.

* Innovation: Continuously explore and integrate emerging technologies that support
student learning and success.

* Collaboration: Promote collaborative efforts among teachers, students, families, and
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community stakeholders to support the meaningful integration of technology.

* Safety: Prioritize cybersecurity, data privacy, and safe digital practices across all
platforms and devices.

« Sustainability: Develop scalable and financially responsible technology plans that meet

current needs and anticipate future developments.

Technology Advisory Committee Membership

Dr. Robin Bolt-Executive Director of Administrative Services
Karen Ellis-Academic Services Coordinator

Danielle Driggers- Instructional Technologies Resource Teacher
Erin Sherry-Parent

Lynnie Gehno-Community Member
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Goals and Objectives
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Goal 1: Access
Strengthen the technological infrastructure to support equitable access for all

stakeholders, including educators, students, leaders, and families.

Objective 1.1: Plan and develop a sustainable infrastructure.

* Implement scalable solutions to accommodate new technologies, including cloud-based
systems and network upgrades.

« Collaborate with technology vendors to ensure cost-effective procurement of high-
quality hardware, software, and support services.

* Conduct yearly infrastructure reviews and audits to ensure optimal network

performance, uptime, and scalability.
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Create and maintain technology asset inventories.

Obijective 1.2: Expand broadband and connectivity.

* Partner with local government, internet service providers, and community organizations
to expand broadband access to underserved areas, ensuring every student has internet
access at home and in public spaces.

» Establish Wi-Fi access points at community centers, libraries, and other public areas for
families who lack reliable home internet.

* Create a comprehensive broadband map and ensure emergency internet access plans are

in place.

Maintain exterior access points to ensure 24/7 Wi-Fi access for students, parents, and

community members.

Objective 1.3: Ensure security and data privacy.

¢ Leverage Al for advanced threat detection and response, improving cybersecurity across all
school systems.

» Revamp cybersecurity policies to include modern best practices, such, endpoint
protection, and intrusion detection systems.

* Develop a robust data privacy plan that complies with federal (FERPA) and state

regulations, ensuring all student and staff data is secure.

e Update Cyber Security Response Plan annually

* Provide regular cybersecurity training for all staff, students, and families.
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Goal 2: Use
Promote innovative instructional practices that integrate technology to enhance learning

experiences and equip students with future-ready skills.

Objective 2.1: Integrate Computer Science and Digital Learning Standards.

* Implement the new K-12 Computer Science Standards of Learning across all grade
levels by 2024.

* Develop school-based technology teams to oversee curriculum integration and provide
instructional support for educators.

* Ensure that digital learning tools and applications are accessible to students with

disabilities through the use of assistive technologies.

Collaborate with educational partners to design and deploy computer science and digital

learning integration professional learning opportunities for educators.
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Develop organizational structures that identify personnel or a team responsible and
accountable for providing instructional expertise, data collection, and educator support

for full implementation of K-12 Computer Science Standards of Learning.

Obijective 2.2: Expand innovative instructional strategies.

e Integrate Al-driven tools such as adaptive learning platforms, virtual tutors, and automated
grading systems to enhance personalized learning and provide real-time feedback.

* Invest in professional development that trains teachers to integrate technology into
lesson plans creatively and effectively.

* Implement emerging technologies, such as Al, AR/VR, and robotics, to provide
students with hands-on learning experiences that foster critical thinking, collaboration,
and problem-solving skills.

* Promote project-based learning (PBL) and inquiry-based learning (IBL) supported by

digital tools that encourage students to engage with real-world problems.

e Develop and implement comprehensive Artificial Intelligence (Al) policies and
guidelines for administrators, teachers, staff, students, and parents to ensure
responsible use, promote academic integrity, and support the integration of Al

technologies in the educational environment.

Objective 2.3: Promote safe media and technology use.

* Develop and implement internet safety curricula that cover cyberbullying, digital
citizenship, and media literacy, empowering students to use technology responsibly.

* Create awareness campaigns for families and community members on internet safety

and digital privacy best practices.
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* Incorporate the use of monitoring software to safeguard students' online activities while

ensuring compliance with privacy laws.

Obijective 2.4: Expand virtual learning opportunities.

* Increase student and teacher access to virtual learning platforms, including state-
provided resources such as Virtual Virginia, ensuring flexible, high-quality instruction for
all.

* Develop personalized, competency-based virtual learning modules that allow students
to advance at their own pace.

* Provide targeted virtual learning for students needing remediation or acceleration in

specific subjects, particularly in STEM areas.

Design effective, flexible virtual learning professional development on data-focused
instructional strategies and resources, maximizing every student’s learning experience

and improving educational outcomes (e.g., attendance, testing, grades, AP scores).
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GoI 3: Design

Goal 3: Design

e Use Al-powered analytics to create more personalized and engaging learning
environments based on student data and performance trends.

Foster the creation of innovative, engaging, and student-centered learning environments

by leveraging technology across all subject areas.

Objective 3.1: Ensure high-quality implementation of educational technology.

* Develop and maintain technology-rich learning spaces that encourage collaboration,
creativity, and inquiry.

« Support educators with up-to-date technology resources, including interactive monitors,

tablets, and adaptive learning platforms.
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« Create places for the demonstration of personalized, deeper learning experiences that

are enhanced through appropriate and meaningful technology integration.

Obijective 3.2: Implement a framework for tech integration.

* Create clear benchmarks for digital skills at each grade level, focusing on critical areas
such as digital citizenship, coding, and computational thinking.

* Encourage interdisciplinary projects where students use technology to create,
collaborate, and present findings on topics related to real-world issues.

* Promote student agency in technology use by encouraging students to take on

leadership roles in digital projects and tech support.

Enhance performance-based and alternative assessments through the intentional

integration of assistive and accessible technology

Obijective 3.3: Support personalized learning and workplace readiness.

* Build career and technical education (CTE) pathways that integrate digital learning and
industry-recognized certifications.

» Collaborate with local businesses to offer internships and hands-on learning experiences
for students interested in technology careers.

» Create opportunities for students to work in school-based tech teams, assisting with IT

support and learning valuable technical skills.
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RCPS Technology Budget

Software/Online Content

Computer Parts/Supplies

PD Training Categories

PD Training - $12,788

Instructional Materials/Supplies - $6,000
Hardware Replacement - $51,150

VPSA Grant - $102,000

Software/Online Content - $62,608
Computer Parts/Supplies - $13,750

Instructional Materials/Supplies

Hardware Replacement

VPSA Grant
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Appendix A- Virginia Depart of Education Computer Science Standards

Kindergarten: Computer Science

In Kindergarten, students explore the basics of computing and technology, gaining an
understanding of fundamental components. They learn how information is transmitted
electronically through devices and the Internet. Both independently and collaboratively,
students develop the ability to identify and troubleshoot issues with computing devices,
emphasize responsible behaviors, and know the importance of safeguarding online
information. The standards also introduce computational thinking as a foundational
problem-solving approach in computer science, encouraging students to recognize
patterns, categorize items, create visual representations, and design algorithms. The
iterative design process is used to plan, implement, and test algorithms in a sequential
order. Additionally, students examine the societal impact of computing technologies in
various settings, including homes, schools, and future careers.

Algorithms and Programming (AP)

K.AP.1 The student will apply computational thinking to identify patterns and sort
items into categories based on an attribute.

a. ldentify attributes of a set of objects.
b. Compare two objects and list attributes they have in common.
c. Sort and classify concrete objects based on one attribute.

K.AP.2 The student will plan and implement algorithms that include sequential

order.

a. ldentify tasks that are completed using sequential step-by-step
instructions.

b. Recall and state thoughts, ideas, and stories in the form of sequential
steps.

c. Create a design document to illustrate thoughts, ideas, and stories in a
sequential manner.

d. Create and test a sequential algorithm emphasizing beginning, middle,
and end.

e. Create and test a sequential algorithm to accomplish a predetermined
task.

Computing Systems (CSY)

K.CSY.1 The student will identify the purpose and components of a computing
device.
a. Identify and locate parts of a computing device, including sensors.
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b. Describe the function of common components in a computing device.
c. ldentify different types of computing devices with screens.
d. Identify tasks and activities at home and at school that use screens.
e. Demonstrate proper use of computing devices.
K.CSY.2 The student will identify when a computing device might not work as
expected.
a. Identify a problem with a computing device when it is not working as
expected.
b. Explain what to do when a computing device is not working as
expected.
Cybersecurity (CYB)
K.CYB.1 The student will demonstrate safe and responsible use of computing

technologies.

a. Identify safe and responsible uses of computing technologies based on
the school rules and acceptable use policy (AUP).

b. Demonstrate safe and responsible uses of computing technologies.

c. Communicate the process(es) for reporting behaviors that do not
comply with school rules or acceptable use policy.

K.CYB.2 The student will describe the importance of protecting personal
information online.

a. Describe what personal information should be shared and not shared.
b. Determine to whom personal information should be shared.
c. ldentify safe practices to keep personal information private.

Data and Analysis (DA)

K.DA.1 The student will gather and record data with or without a computing
device.

a. Discuss the importance of data.
b. ldentify numeric and non-numeric data.
c. Record data and communicate possible patterns.

K.DA.2 The student will create representations of data to make predictions and
draw conclusions.

a. Create tables, object graphs, picture graphs, and/or models.
b. Describe the information from a given data visualization.
c. Use data to answer questions, make predictions, and draw conclusions.
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Impacts of Computing (1C)

K.IC.1 The student will identify and discuss how computing technologies impact
people’s lives.
a. List computing technologies found in the classroom, home, and the
community.
b. Identify how computing technologies are used in daily tasks.
c. Discuss healthy habits for using computing technologies.

K.IC.2 The student will discuss and describe how different careers use computing
technologies.
a. Describe how computing technologies are used in various careers.
b. Discuss the advantages of using computing technologies in different

careers.
c. ldentify local jobs that utilize computing technologies.

Networks and the Internet (NI)

K.NI.1 The student will describe how people can communicate with others by
using connected computing devices and the Internet.
a. Identify ways to communicate with others using connected computing
devices and the Internet.
b. Describe the benefits of communicating with others using connected
computing devices and the Internet.
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First Grade: Computer Science

In First Grade, students learn how computing components work together to form systems
for collecting and sharing data/information. Students continue to develop problem-
solving skills that apply computational thinking and can be applied with addressing
hardware and software issues. Students refine computational thinking practices through
activities such as planning, document creation, and construction of programs that consist
of events and sequences. Students will further their knowledge on the importance of
simple safeguards to protect private information and apply responsible behaviors and
proper use of computing devices.

Algorithms and Programming (AP)

1. AP.1 The student will apply computational thinking by sorting items into
categories based on multiple attributes and create patterns.

a. Describe attributes of a set of objects.

b. List the attributes a set of objects have in common.

c. Sort and classify concrete objects based on multiple attributes.
d. Create repeating and increasing patterns.

1. AP.2 The student will plan and implement algorithms that include the use of
sequence and an event based on a predetermined task.

a. Plan and create a design document that illustrates thoughts, ideas, and
stories in a sequential manner.

b. Construct step-by-step instructions that include decision-making and
repetition.

c. Identify and explain the role of events that are used in an algorithm.

d. Test algorithms that are sequential and contain an event.

1. AP.3 The student will use the iterative design process to construct, test, and
debug algorithms that include sequencing and an event.

a. Discuss and describe the concept of debugging.
b. Analyze and explain the results of an algorithm.
c. Revise and improve an algorithm to produce desired outcomes.

Computing Systems (CSY)

1.CSY.1 The student will describe how computing components work together to
create a computing system.

a. ldentify and define hardware, software, and computing systems.
b. Identify common components of computing systems in different types
of computing devices.
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c. Describe how hardware and software work together to form a
computing system.

1.CSY.2 The student will use accurate terminology to describe when a computing
system might not work as expected.

a. Identify and describe a problem with a device or computing system
when it does not work as expected.
b. Propose a solution to simple hardware or software issues.

Cybersecurity (CYB)

1.CYB.1 The student will demonstrate safe and responsible use of computing

technologies.

a. Describe safe and responsible uses of computing technologies based
on the school rules and acceptable use policy (AUP).

b. Demonstrate safe and responsible behaviors when using computing
technologies and online communication.

c. Discuss the process for reporting inappropriate technology use at
school or home.

d. Classify appropriate and inappropriate uses of technology at school or
at home.

e. Explain the consequences of inappropriate uses of computing
technologies.

1.CYB.2 The student will discuss the importance of using a password to protect
private information.

a. Describe the purpose of usernames and passwords.
b. Discuss how passwords are private information and are used to protect
the privacy of information.

Data and Analysis (DA)

1. DAl The student will explore how data can be stored and retrieved from
various computing devices.

a. Identify data formats used for various purposes, including audio,
images, text, and video.
b. Explore and identify computing devices that collect, store, and/or
display data.

1.DA.2 The student will create representations of data to make predictions and
draw conclusions.
a. Collect and organize data with or without a computing device.
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b. Create tables, object graphs, picture graphs, and models using
abstraction.
c. Identify patterns and describe trends in data visualizations of various
formats.
d. Use data to answer questions, draw conclusions, and make predictions.

Impacts of Computing (1C)

1.1C.1 The student will describe how computing technologies impact daily tasks
and communication.
a. Determine when tasks should be completed with or without computing
devices.
b. Describe how computing devices are used in communication.
c. Describe healthy habits for using computing technologies.

1.1C.2 The student will describe tasks and activities that use screens and
categorize them based on their use.
a. Identify daily routines and activities that can be completed with or
without screens.
b. Classify the different uses of screen time as learning, entertainment, or
communication,

1.1C.3 The student will compare and contrast ways people complete tasks with

and without computing technologies.

a. ldentify tasks that can be completed with and without computing
technologies.

b. Discuss advantages and disadvantages of using and not using
computing technologies.

c. Describe how the appropriate use of computing technologies can
improve efficiency.

d. List computing technologies used in various careers.

Networks and the Internet (NI)

1.NI.1 The student will explain that computing devices and the use of the Internet
allow people the ability to gather information and connect with others.

a. Describe how the Internet can be used to gather information.
b. Explain ways people communicate using computing devices and the
Internet.

18| Page



Second Grade: Computer Science

In Second Grade, students apply computational thinking skills as they identify patterns
and create algorithms for comparing objects based on attributes. Students follow the
iterative design process, planning, implementing, and evaluating algorithms with events
and loops using a block-based programming language. Proficiency is demonstrated in
building, testing, and debugging programs. The use of computational thinking is
expanded beyond programing and applied through abstraction and manipulation of data
to create models and representations. Students define and categorize input and output
components, explaining how computing systems acquire input and produce output.
Students utilize the Internet to gather information and for collaborative tasks, while
demonstrating safe behaviors when interacting with others and using the information.
While using online resources, students learn the importance of password usage for
privacy.

Algorithms and Programming (AP)

2. AP.1 The student will apply computational thinking to identify patterns, and
design algorithms to compare and contrast objects based on attributes.

a. Compare and contrast multiple ways to sort a set of objects.

b. Create a table of features to organize objects.

c. Design an algorithm to sort objects into categories based on multiple
attributes.

2. AP.2 The student will plan and implement algorithms that consists of events and
loops using a block-based programming language.

a. Plan and create a design document to guide the construction of a
program using plain language or pseudocode.

b. Identify a section of repeated actions within an algorithm and replace
it with a loop.

c. Construct step-by-step instructions that include events and repetition.

2. AP.3 The student will use the iterative design process to create, test, and debug
a program containing events and loops in a block-based programming
tool.

a. Define program.

b. Read and interpret a program expressed in a block-based programming
language.

c. Analyze and describe the results of a program.

Create and test a program that uses events and loops.

e. Revise and improve a program to produce desired outcomes.

o
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Computing Systems (CSY)
2.CSY.1 The student will describe the characteristics of computing systems
including hardware, software, input, and output.

a. Describe how hardware and software work together to accomplish a
task.

b. Define and categorize components as inputs and outputs.

c. Describe how a computing system receives input and provides output.

d. Discuss how computers use binary to communicate and process
information.

2.CSY.2 The student will demonstrate an understanding of how to troubleshoot
simple hardware and software problems that may occur during use.

a. Propose solutions to simple hardware and software issues.
b. Use appropriate steps to perform simple troubleshooting tasks.

Cybersecurity (CYB)

2.CYB.1 The student will model safe and responsible behaviors when using
information and computing technologies.
a. Explain the need for safe and responsible uses of computing
technologies.

b. Create a flowchart to illustrate the process for reporting inappropriate
use of technology at school or at home.

c. Demonstrate and model safe and responsible behaviors when using
computing technologies and online communication.

2.CYB.2 The student will explain the importance of using passwords to protect
private information.

a. Identify and classify passwords as strong or weak.

b. Explain how a strong password helps protect the privacy of
information.

c. Explain the risk of sharing passwords.

Data and Analysis (DA)

2. DA.1 The student will analyze data to make decisions with or without a
computing device.

a. Collect and record numeric and non-numeric data and describe
possible patterns.

b. Create questions that can and cannot be answered by the data.

c. Analyze data to draw conclusions and make decisions.
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2. DA.2 The student will manipulate data, create representations, and evaluate
data to solve a problem.

a. Create charts, graphs, and models using abstraction to represent data.

b. Analyze data visualizations to draw conclusions.

c. Propose and evaluate a solution to a problem or question based on data
and/or data visualization.

Impacts of Computing (1C)

2.1C.1 The student will examine the positive and negative impacts of how using
computing technologies has changed the way people live, work, and
interact.

a. Identify current uses of computing/emerging technologies and discuss
how they impact society.

b. Compare and contrast appropriate and inappropriate online behaviors
that apply in the physical environment and the online environment.

c. Model healthy habits for using computing technologies.

2.1C.2 The student will explain the need to balance screen time and other
activities.
a. Discuss appropriate times and places for screen use.
b. List and describe alternatives to screen time.

2.1C.3 The student will explain how computing technologies have an impact on
the workforce.

a. Explain how computing technology is used in various careers.
b. Identify skills needed for careers that use computing technologies.
c. Discuss how computing technologies have changed the workplace.

Networks and the Internet (NI)

2.NI.1 The student will demonstrate the use of the Internet in gathering
information to accomplish a task.

a. Explore ways information is organized and shared on the Internet.
b. Gather information from the Internet.
c. Summarize collected information using own words.
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Third Grade: Computer Science

In Third Grade, students delve into computational thinking, creating algorithms to tackle
problems with a block-based programming language and the iterative design process.
They develop skills in strategizing, constructing, executing, and testing algorithms
incorporating loops, events, and conditional control structures. Students will create and
evaluate data representations, using computing devices to model physical objects or
processes, and assessing the societal impacts of widespread computing technology use.
Students gain insights into inner workings of computing devices within a system,
employing accurate terminology to address issues with malfunctioning systems. They
adopt secure practices for protecting private information, understanding the correlation
between passwords and security risks. Additionally, students apply the data cycle,
acquiring skills to collect, store, and organize data for trend evaluation and pattern
identification. Students will familiarize themselves with computing technology careers,
understanding societal implications, and use of information created by others with proper
permissions.

Algorithms and Programming (AP)

3.AP.1 The student will apply computational thinking to design algorithms to
extend patterns, processes, or components of a problem.

a. Identify a pattern in an algorithm, process, or a problem.

b. Decompose a problem or task into a subset of smaller problems.

c. Design an algorithm to extend either a pattern, process, or component
of a problem.

3.AP.2 The student will plan and implement algorithms that consist of events and
conditional control structures using a block-based programming
language.
a. Describe the concept of a conditional control structure.

b. Create a design document to plan an algorithm using plain language,
pseudocode, or diagrams.

3.AP.3 The student will use the iterative design process to create, test, and debug
programs containing events, loops, and conditional structures in a block-
based programming tool.

a. Create and test programs that consist of events, loops, and conditional
structures.

b. Analyze and describe program results to assess validity of outcome.

c. Revise and improve programs to resolve errors or produce desired
outcome.
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Computing Systems (CSY)

3.CsY.1 The student will model how computing devices within a computing system
work.
a. Describe the role of a processor in a computing system.
b. Explain the relationship between the inputs, processors, and outputs.
c. Discuss various types of input data a computer can accept and use.
d. Model how a computing system works including input and output,
processors, and sensors.
3.CSY.2 The student will use accurate terminology when troubleshooting problems
when a computing system is not working as expected.
a. Identify common troubleshooting strategies used to address a variety
of hardware and software problems.
b. Explain and apply troubleshooting strategies related to simple
hardware and software problems.
Cybersecurity (CYB)
3.CYB.1 The student will apply safe practices to protect private information.
a. ldentify and distinguish personal information that should be private.
b. Describe the importance of using a strong password.
c. Create and use strong passwords to protect private information.
3.CYB.2 The student will identify the relationship between passwords and security
risk.
a. Describe how authentication and authorization protect private
information.
b. Identify multiple authentication methods.
c. Discuss the security risk posed by not having a strong password.
3.CYB.3 The student will define and explain cybersecurity.

a. Define cybersecurity.

b. Research and identify problems and consequences related to
inappropriate use of computing devices and networks.

c. Model safe and responsible behaviors when using computing
technologies and online communication.
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Data and Analysis (DA)

3.DA.1 The student will gather, store, and organize data to evaluate trends and
identify patterns using a computing device.
a. Formulate questions that require the collection or acquisition of data.
b. Gather, organize, sort, and store data.
c. Examine a labeled dataset to identify potential problems within the
data.
d. Discuss how data discrepancies or problems impact predictions and
results.
e. Draw conclusions and make predictions based on observed data.

3.DA.2 The student will create and evaluate data representations and conclusions.

a. Create charts and graphs based on data collection.
b. Analyze data to identify patterns, draw conclusions, and make
predictions.

3.DA3 The student will create models that can represent a physical object or
process.

a. Create a model to represent a physical object or process.

b. Identify how computing devices are used to create models.

c. Discuss the advantages and disadvantages of using computing devices
to create models.

Impacts of Computing (1C)

3.1C.1 The student will identify and examine the positive and negative impacts of
the prevalence of computing technologies.
a. Identify computing technologies that have changed the world.
b. Examine and explain how computing technologies influence and are
influenced by culture.
c. Identify social and ethical issues related to the use of computing
technologies.

3.1C.2 The student will discuss and describe strategies to manage screen time.

a. Define and describe screen time.

b. Explain the importance of responsible screen time management.

c. Discuss how screen time choices affect one’s personal health and
interactions with others.

3.1C.3 The student will identify and describe computing technology careers and
their impact on society.

a. Research computing technology careers.
b. Describe the impact careers in computing technology have on society.
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3.1C4 The student will demonstrate how to use information created by others
with permission.

a. Discuss copyright, piracy, and plagiarism.
b. Demonstrate how to use information created by others.

Networks and the Internet (NI)

3.NIL1 The student will describe computing networks.
a. Differentiate between a network and the Internet.
b. ldentify the components of a computing network.
c. Describe how a computing device connects to a network.
d. Identify ways networks are used to transmit information.
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Fourth Grade: Computer Science

In Fourth Grade, students deepen their comprehension of the intricate connection
between computing devices and networks. The exploration of cybersecurity becomes a
focal point, guiding students in understanding the responsible use of computing
technologies and the repercussions of inappropriate usage. The students investigate the
mechanisms through which computers perceive the world, incorporating sensors and
various inputs into their understanding. Computational practices progress as algorithms
includes variables and user input. The utilization of data is broadened, with a focus on
identifying appropriate data types for problem-solving and creating models of real-world

situations.

Algorithms and Programming (AP)

4. AP.1 The student will apply computational thinking to identify patterns and
design algorithms to compare and contrast multiple algorithms used for
the same task.

a. Decompose an algorithm, process, or problem into a subset of smaller
problems.
b. Identify multiple algorithms for the same task.
c. Describe patterns within multiple algorithms.
d. Determine which algorithm is most effective for a given task.
4. AP.2 The student will plan and implement algorithms that consist of

sequencing, loops, variables, user input, and conditional control
structures using a block-based programming language.

a. ldentify user input and its role in improving a program.

b. Describe the concept of a variable.

c. Read and explain a design document to trace and predict an algorithm
using plain language, pseudocode, or diagrams.

d. Create a design document to plan an algorithm using plain language,
pseudocode, or diagrams.

e. Write programs that initialize, assign values to, name, and modify
variables.

4. AP.3 The student will use the iterative design process to create, test, and debug

programs containing sequencing, loops, variables, user inputs, and
conditional control structures in a block-based programming tool.

a.

b.
C.

Create and test programs that consist of sequencing, loops, variables,
user inputs, and conditional control structures.

Create and use variables to store and process data.

Trace and predict the value of variables that change over the course of
the program’s runtime.

Analyze and describe program results to assess validity of outcomes.
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e. Revise and improve programs to resolve errors or produce desired
outcomes.

Computing Systems (CSY)

4.CSY.1

4. CSY.2

4.CSY.3

The student will model how a computing system works to accomplish a
task.

a. Describe how computing systems perceive the world through sensors
and other inputs.

b. Compare and contrast how humans and computers process information
from inputs.

c. Explain how computing devices may be used to classify and organize
input.

d. Diagram and describe a simple computing system indicating
processors, inputs, and outputs.

The student will apply troubleshooting strategies when a computing
system is not working as intended.

a. Identify hardware, software, and connectivity problems using accurate
terminology.

b. Apply troubleshooting strategies to address hardware, software, and
connectivity problems.

The student will describe the learning process of humans and computers.

a. Compare and contrast how humans and computing technologies
collect, store, and process data.

b. Identify similarities and differences on how humans and computing
technologies infer and extract meaning from data.

c. Define machine learning and identify machine learning approaches:
supervised, unsupervised, and reinforcement learning.

Cybersecurity (CYB)

4. CYB.1

4.CYB.2

The student will examine the impacts of appropriate and inappropriate use
of computing technologies.

a. Examine and explain scenarios for appropriate and inappropriate use
of computing technologies.

b. Develop possible solutions involving inappropriate use of computing
technologies.

The student will identify and investigate best practices to safeguard
information shared online and through online platforms.

a. Classify personal, private, and public information.

b. Research and evaluate tradeoffs of sharing information.

c. Investigate and communicate best practices to limit unauthorized
access to information on a computing device.
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d. Demonstrate proper use and protection of personal passwords.
e. List methods used to safeguard online information.

4.CYB.3 The student will examine how information is shared online and explain the
importance of cybersecurity.
a. Investigate multiple ways people share information online.
b. Determine and describe when information should be shared and to
whom it should be shared.
c. Describe how personal information can be collected and shared online.
d. Explain the importance of cybersecurity.

Data and Analysis (DA)
4.DA.1 The student will identify the appropriate type of data needed to solve a
problem or answer a question.

a. Analyze a problem to determine the appropriate type of data needed.

b. Evaluate the reliability of data sources.

c. Use numeric values to represent non-numeric ideas to include binary,
American Standard Code for Information Interchange (ASCII), and
RGB values.

d. Collect, store, clean, and organize data for analysis and to prepare
visualizations.

4. DA.2 The student will create and evaluate data representations to make
predictions and conclusions.
a. Formulate questions that require the collection or acquisition of data.
b. Collect data to create charts and graphs.
c. Recognize and analyze patterns and relationships within data sets.
d. Analyze visual representations to make predictions and draw
conclusions.

4. DA.3 The student will create a computational model that represents attributes
and behaviors associated with a concept.

a. Examine models of physical objects and processes.

b. Create a computational model that reflects the attributes and behaviors
associated with a concept.

c. Explain how a computer model illustrates a given concept.
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Impacts of Computing (1C)

4.1C.1 The student will identify and examine the positive and negative impacts of
the prevalence of computing technologies.
a. Identify computing technologies that have changed Virginia’s
economy.

b. Examine and explain how computing technologies influence and are
influenced by culture.

c. Identify social and ethical issues related to computing devices and
networks.

4.1C.2 The student will describe the impact of screen time on relationships at
home and at school.
a. Describe the impact of excessive screen time on maintaining
friendships and family dynamics.
b. Explain how playing video games and the use of social media can
impact relationships and personal health.

4.1C.3 The student will examine the impact of computing technologies in the
workforce.
a. Research and analyze the skills needed for careers in computing
technology fields.
b. Examine the impacts of diversity and inclusivity in computing
technology fields.

4.1C4 The student will describe the importance of copyrights and intellectual
property rights.
a. Demonstrate an understanding of copyright and the fair use of
information.
b. Explain how intellectual property can be protected.

c. Give proper attribution to the original author of digital and online
content.

Networks and the Internet (NI)

4.NIL1 The student will identify the interrelationship between computing devices
and a computing network.

a. Define client and server.

b. Describe how packets are used to transmit information on a network.

c. Describe factors that may affect the speed of data transmission.

d. Differentiate between networking tasks that require Internet access and
tasks that do not require Internet access.

e. Model how computing devices in a network transmit and receive
information.
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Fifth Grade: Computer Science

In Fifth Grade, students explore cloud computing, examining security risks and adopting
best practices to protect information. They research cybersecurity policies and laws,
researching ways to prevent unauthorized access to data. Algorithms undergo expansion
with the inclusion of multi-way branching and nested conditional control structures.
Students develop programs incorporating rational and arithmetic expressions for
performing calculations. Evaluation of data source reliability becomes a focus, enabling
students to draw conclusions from data visualizations. Additionally, the impact of social
interactions through computing technologies and the exploration of open-source licenses
are addressed, along with considerations on expanding the capabilities of computing
devices.

Algorithms and Programming (AP)

5.AP.1 The student will apply computational thinking to identify patterns, make
use of decomposition to break down problems or processes into sub-
components, and design algorithms.

a. ldentify patterns and repeated steps in an algorithm, problem, or
process.
b. Decompose a problem or process into a subset of smaller problems or
groups of sequential instructions.
c. Abstract relevant information to identify essential details.
d. Design an algorithm to solve a problem.

5.AP.2 The student will plan and implement algorithms that consist of

sequencing, loops, variables, user input, and nested conditional control

structures using a block-based programming language.

a. Describe the concept of nested conditional control structure.

b. Create a design document to trace and predict an algorithm using plain
language, pseudocode, or diagrams.

c. Read, write, and interpret nested conditional control structures: “if-
else” and “if-else; if-else™ statements.

5.AP.3 The student will use the iterative design process to create, test, and debug

programs containing sequencing, loops, variables, user inputs, nested

conditional control structures, and two-way branching conditional control

structures in a block-based programming tool.

a. Use accurate terminology to describe and explain the iterative design
process.

b. Create and test programs that consist of sequencing, loops, variables,
user inputs, nested conditional control structures, and two-way
branching conditional control structures.

c. Trace and predict outcomes of programs.
d. Analyze and describe program results to assess validity of outcomes.

30|Page



e. Revise and improve programs to resolve errors or produce desired
outcomes.

Computing Systems (CSY)

5.CSY.1

5. CSY.2

5. CSY.3

The student will explain how computing systems are used to collect and
exchange data.

a. Identify and explain how computing systems store data
representations, including images and sound.

b. Describe the role of processing speed and storage capacity when
collecting and exchanging data.

The student will describe an automated decision-making process employed
by a computing system.

a. Explore decision automation and how it is used.

b. List outcomes of a process based on automated decisions.

The student will evaluate and implement troubleshooting strategies when
a computing system is not operational.

a. Identify and use troubleshooting protocols to resolve hardware,
software, and connectivity issues.
b. Apply prior troubleshooting practices to new problems as they arise.

Cybersecurity (CYB)

5.CYB.1

5. CYB.2

The student will identify ways to limit unauthorized access on computing
devices.

a. Define virus, malware, and phishing.

b. Explain how viruses and malware can put personal information at risk.

c. Describe the role of human interactions in social engineering attacks.

d. ldentify ways to protect personal and private information when using a
computing device and the Internet.

e. Explain the importance of updating software.

The student will explain how cybersecurity policies and laws are designed
to protect individuals.

a. Explain the importance of policies and laws related to online use of
computing devices and the Internet.

b. Research and discuss current cybersecurity policies and laws that
protect individuals.

c. Explain legal consequences for inappropriate use of computing
technologies.
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Data and Analysis (DA)

5.DA1

5.DA.2

5. DA3

The student will collect data or use data sets to solve a problem or
investigate a topic.

a. Identify accurate ways data can be collected.

b. Evaluate the reliability of the data source.

c. Organize data based on similarities or patterns.

d. Compare and contrast various data elements.

The student will create multiple data representations to make predictions
and conclusions.

Formulate questions that require the collection or acquisition of data.
Collect data to use in creating charts, graphs, and models.

Analyze data as evidence to draw conclusions and make predictions.

Propose solutions to problems or questions based on data analysis.

o0 o

The student will explain the significance of training data in machine
learning.
a. Compare how training data is utilized in supervised, unsupervised and
reinforcement learning.
b. Explain how training data is used to make classification predictions.
c. Discuss the need and significance of diverse, inclusive, and large
datasets.

Impacts of Computing (1C)

5.1C.1

5.1C.2

The student will analyze the impact of inappropriate use of computing
technologies.

a. Predict consequences for inappropriate uses of computing
technologies.

b. Describe how technology-related problems can be avoided or
prevented.

c. Develop solutions for a scenario involving inappropriate use of
computing technologies.

The student will explain the potential impact of excessive screen time on

academic performance.

a. Analyze data to determine the impact of screen time on academic
performance.

b. Describe how academic behaviors that lead to academic success are
impacted by daily screen time.

c. Differentiate usage of screen time that benefit and hinder academic
performance.
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5.1C.3 The student will identify the impact of computing technologies on the
workforce, culture, and global society.

a.
b.

Research and analyze computing technology careers in global society.
Examine the impacts of diversity and inclusivity in computing
technology fields globally.

Explore the impact of emerging technologies on workforce, culture,
and global society.

5. 1CA4 The student will observe and examine intellectual property rights when
considering the use of open-source licenses and copyrights.

a.
b.

Distinguish between open-source licenses and copyrights.
Research risks associated with inappropriate use of various digital
information sources.

Describe and use strategies to protect online digital content and
resources.

5.1C5 The student will examine the effects of social interactions due to
computing technologies.

a.

b.

List and explain how advances in computing technologies impact
communication and collaboration.

Describe how computing technologies can be designed to engage and
interact with users including those with diverse needs.

Evaluate activities conducted in the physical and online environments.
Create an artifact that illustrates a solution to address the need or want
of a user.

Networks and the Internet (NI)

5.NI.1 The student will identify and describe cloud computing.

a

b,
C.
d.

Define cloud computing.

List examples of cloud computing.

List the advantages and disadvantages of cloud computing.

Identify safe practices and potential security risks when using cloud
computing.
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Sixth Grade: Computer Science

In the Sixth Grade, students build upon their understanding of computing systems and the
network and gather and share information effectively. Students gain a more defined
understanding of how data is transmitted over the Internet. Students explore real-world
applications of cybersecurity, through exploring laws governing privacy and
understanding user agreements. Students continue to use computational thinking and an
iterative design process to create algorithms and programs. A greater emphasis on the
application of data and analysis is present with an understanding of the importance of
accuracy and reliability of data, and the use of appropriate computational tools to create
data visualizations that are used to make predictions and draw conclusions. Students
actively engage in troubleshooting and documenting hardware and software issues to
foster resilience, analytical reasoning, and effective communication. Students explore
potential career paths and evaluate how computer science skills can be applied in various
professions.

Algorithms and Programming (AP)

6. AP.1 The student will apply computational thinking to identify patterns, make
use of decomposition to break down problems or processes into sub-
components, and design algorithms.

a. ldentify patterns and repeated steps in an algorithm, problem, or
process.
b. Decompose an algorithm, problem, or process into sub-components.
c. Abstract relevant information to identify essential details.
d. Design algorithms using abstraction to accomplish a task or express a
computational process.

6. AP.2 The student will plan and implement algorithms that include conditional
control structures and collection of numeric data using a block-based or
text-based tool.

a. Create a decision tree diagram to illustrate the decision-making
process.

b. Read and write programs that initialize Boolean, integer, and decimal
number variables.

c. Read and write programs that collect numeric data from users.

d. Read and write programs that contain nested conditional control
structures.

e. Predict the results of logic expressions that use Boolean operators:
and, or, and not; including expressions that use relational expressions
as one or more operands.
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6. AP.3 The student will use the iterative design process to create, test, and debug
programs using a block-based or text-based programming language.

a.

structures.
b.
C.

d
e.
f.
9

outcomes.

Create and test programs that uses multiple conditional control

Incorporate existing code, media, or libraries into original programs.
Trace and predict outcomes of programs.

. Analyze and describe program results to assess validity of outcomes.

Analyze the outcomes of programs to identify logic and syntax errors.
Incorporate feedback from others to refine program.
Revise and improve programs to resolve errors and produce desired

6. AP.4 The student will demonstrate proper attribution when incorporating ideas
and works of others.

a.

Identify and give proper attribution of information and assets from the
Internet and other sources.

Computing Systems (CSY)
6.CSY.1 The student will define and explain application software and operating
systems of a computing device within a computing system.

a.

b.

Define and describe the functions of an operating system and
application software.

List advantages and limitations of application software and operating
systems based on the needs of the user.

6. CSY.2 The student will identify and explain hardware, software, and connectivity
problems and troubleshooting solutions.

a.

b.

Identify and explain hardware, software, and connectivity problems
and solutions with accurate terminology.

Identify resources for troubleshooting hardware, software, and
connectivity-related problems.

6. CSY.3 The student will identify and describe Artificial Intelligence (Al).

a.

b.

Define artificial intelligence and identify the characteristics of artificial
intelligence.

Describe how Al technologies generate information or automate
decision and how people interact with Al technologies.

Define algorithmic bias and explain its consequences on Al
technologies and systems.
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Cybersecurity (CYB)

6. CYB.1 The student will evaluate the risks and benefits associated with sharing
personal and public resources or artifacts.
a. Identify and explain the difference between personal and public
information.
b. Discuss the consequences of sharing personal and confidential
information online.
c. Evaluate risks and benefits associated with sharing information online.

6. CYB.2 The student will investigate various usage agreements designed to protect
individuals.
a. ldentify laws governing privacy with computing devices and emerging
technologies.
b. Investigate and describe common components of usage agreements.
c. Identify user and company protections in a usage agreement.

Data and Analysis (DA)

6. DA.1 The student will utilize computational tools to collect and organize data.

a. Select and use appropriate computational tools to collect data.
b. Organize data to make it easier to understand and use.

c. Clean data to remove and correct errors.

d. Analyze data sources for accuracy and reliability.

6. DA.2 The student will utilize computational tools to visualize and evaluate data.

a. ldentify different types of visual representations of data.
b. Compare various visual representations and identify when each should
be used.
c. Create charts, graphs, models, and simulations to visualize data.
d. Describe and synthesize information from a visual representation of
data.

6. DA.3 The student will make predictions and draw conclusions from data
visualizations.

a. Visualize data using appropriate graphs, charts, and data visualization
techniques to enhance understanding and communicate findings
effectively.

b. Use computational tools to analyze patterns within data sets and
identify trends.

c. Draw conclusions and make predictions based on the analysis and
interpretation of the data visualization.

d. Utilize simulations and models to formulate, refine, and test

hypotheses.
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6. DA.4

The student will identify ways people curate and provide training data.

a.
b.
C.

Identify and list ways people provide data that is used as training data.
Discuss the role of human intervention in curating training data.
Identify and describe the effect training data has on the accuracy of
artificial intelligence systems.

Impacts of Computing (1C)

6.1C.1

6.1C.2

6.1C.3

6.1C.4

The student will assess the impact of computing technologies on local society.

a.

Explain how computing impacts innovation and describe the
development of new computing technologies in communication,
entertainment, and business.

Discuss how computing technologies have influenced various
industries and sectors locally.

Research simple and complex problems that computing systems can be
used to solve.

Analyze the implications of emerging technologies and potential real-
world impact in the local community.

The student will analyze the impact of screen time on physical and mental
health.

a.

b.
C.

«©« ~h

Analyze and describe the impact of excessive technology usage may
have on one’s physical health.

Examine the impact of blue light on sleep patterns and regulations.
Propose strategies that provide alternatives of technology usage to
promote physical activity.

Discuss the potential impact the use of social media may have on self-
identity and mental health.

Define cyberbullying and its impact on one’s health and well-being.
Discuss the possible effects of cyberbullying.

Identify ways to report illegal or psychologically maladaptive online
behavior.

The student will explore career pathways and identify how computer
science and computational thinking practices align with these pathways.

a.

Investigate a career of interest and determine how computer science
and computational thinking practices are used in the chosen career.

The student will identify copyrighted and licensed software material.

a.

b.

Identify the role of software licenses, including open-source, and why
they are used.

Compare and contrast the positives and negatives of various software
licenses.
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6.1C.5

6.1C.6

The student will describe the impacts of computing network architecture,

including the role of the Internet in society.

a. Discuss ethical issues and laws related to accessibility, censorship,
privacy, access, and safety while using the Internet.

b. Explain the role broadband connectivity has in social life, culture, and
global economy.

The student will investigate and analyze the impact of the progression and
advancement of Al technologies on industries.

a. Discuss the type of industries that may be impacted by the use and
integration of Artificial Intelligence (Al).

b. Compare and contrast the evolving nature of work across diverse
industries because of the progression and advancement of Artificial
Intelligence.

Networks and the Internet (NI)

6. NI.1

The student will outline the advantages and disadvantages of transmitting

information over the Internet, including speed, reliability, cost, and

security.

a. Explain the role of the Internet in social life, culture, and the economy.

b. Explain data transfer and the impact of connectivity speed when data
is going from one device to another.

c. Compare the speed and reliability of various data transmission media.

d. Describe the advantages and disadvantages of transporting information
over the Internet.
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Seventh Grade: Computer Science

In Seventh Grade, students delve into the complexities of physical and digital security
measures, critically evaluating threats and vulnerabilities associated with Internet use.
They hone their programming skills through continued construction of algorithms,
sequences, loops, and functions. Students leverage computational thinking and
programming skills while applying an iterative design process to create programs as a
means of creative expression and innovation. Through the use of purposeful computing
devices students will collect data and define patterns, make inferences, and continue to
develop computational models. Through the application of computational thinking,
students will resolve hardware and software issues methodically. Students will deepen
their understanding of concepts like machine learning, broadening their understanding of
advanced technologies and their applications. Students will examine and evaluate the
impact of computing technologies within society and globally. Additionally, students will
identify individual strengths that can be used within computer science careers.

Algorithms and Programming (AP)

7.AP.1 The student will apply computational thinking to design programs to
accomplish a task as a means of creative expression or scientific
exploration.

a. Identify patterns and repeated steps in an algorithm, problem, or
process.
b. Decompose an algorithm, problem, or process into sub-components.
c. Abstract relevant information to identify essential details.
d. Contrast various algorithms to solve reasoning problems when
accomplishing a task.

7.AP.2 The student will plan and implement algorithms that include sequencing,
loops, variables, user input, conditional control structures, and functions
using a block-based or text-based programming tool.

a. Describe the concept of functions for use in a computer program.
b. Plan an algorithm using plain language, pseudocode, or diagrams.
c. Read and write programs that collect and use numeric and text data

from users.
d. Read and write programs that contain nested conditionals and nested
loops.
7. AP.3 The student will use the iterative design process to create, test, and debug

programs using a block-based or text-based programming language.

a. Create and test programs that contain multiple control structures.
b. Trace and predict outcomes of programs.
c. Analyze the outcomes of programs to identify logic and syntax errors.
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7. AP.4

d.
outcomes.
e.

Analyze and describe the results of a program to assess validity of

Revise and improve an algorithm to resolve errors or produce desired
outcomes.

The student will apply proper attribution when incorporating other

sources into original work.

a.

b.

Apply proper methods of attribution when using work from the
Internet and other sources.

Incorporate information or assets from the Internet into a program with
proper attribution.

Computing Systems (CSY)

7.CSY.1

7.CSY.2

The student will design projects that use computing devices to collect and
exchange data.

a.

b.

Apply project management skills to distribute tasks and maintain
project timeline.

Generate ideas combining hardware and software components that can
be used to collect and exchange data.

Describe how hardware and software can be used together to collect
and exchange data.

Evaluate the usability of hardware and software to collect and
exchange data.

Select the hardware and software components for project designs by
considering factors such as functionality, cost, size, speed,
accessibility, and aesthetics.

The student will apply computational thinking to troubleshoot and
document hardware and software-related problems.

a.

b.

Apply systematic processes to resolve hardware, software, and
connectivity-related problems.

Compile and record successful methods used to resolve problems for
common hardware, software, and connectivity-related problems.

Cybersecurity (CYB)

7.CYB.1

The student will differentiate physical and digital security measures that
protect electronic information.

a.
b.

Compare and contrast physical and digital security measures.
Research and synthesize the tradeoffs between usability and security.
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Identify common threats and vulnerabilities associated with Internet
use and Internet-based systems.

Identify potential solutions to address common threats and
vulnerabilities.

Data and Analysis (DA)

7. DAl

7. DA.2

The student will utilize computational tools to visualize and evaluate data
to draw conclusions and make predictions.

a.

b.

Develop computational models that simulate real-world phenomena,
considering relevant variables and relationships.

Refine and modify computational models based on observed data and
feedback, ensuring alignment with empirical evidence.

Analyze patterns and trends within observed data, comparing them
with the predictions made by computational models.

Evaluate the effectiveness and accuracy of computational models in
capturing and explaining the observed data.

The student will explain the process and application of computational
thinking in machine learning.

a.

Explain how supervised, unsupervised, and/or reinforcement learning
methods utilize decomposition, pattern recognition, abstraction, and
algorithms to learn from and make decisions.

Explore neural networks and its role in machine learning and artificial
intelligence.

Impacts of Computing (1C)

7.1C.1

7.1C.2

The student will assess the national and global impact of computing
technologies.

a.

b.

Discuss specific examples of how computing technologies have
influenced various national and global industries and sectors.
Analyze the implications of emerging technologies and potential real-
world impact nationally and globally.

Evaluate the environmental impact of computing technologies
nationally and globally.

The student will describe and explain the impact of screen time on
interactions with others.

a.

b.

Describe the positive and negative impact of social media on
socialization.

Research the type of data collected on social media and online
platforms that monitor social interactions.

41|Page



7.1C.3

7.1C.4

7.1C.5

c. Describe and explain the evolution of screen time and the impact it has
had on social interactions.

d. Create a social media usage plan that demonstrates safe practices,
meaningful use, and a balanced approach.

The student will identify individual preferences, skillset, and experiences
and determine how these relate to a chosen computer science career field.

a. Use a career interest assessment to identify and categorize preferences,
skillsets, and experiences.

b. Evaluate and connect personal skillsets, interests, talents, and values to
a computer science career.

The student will identify and apply strategies to prevent personal and
public works from being pirated and plagiarized.

a. Discuss and describe intellectual property protections.
b. Research and list safeguards used to prevent intellectual property
infringement.

The student will evaluate the effect of Artificial Intelligence (Al) in various

professions.

a. Research Al integration in various professions and evaluate its impact
on the job market and society.

b. Examine and analyze the impact on job creation and changes in
employment needs based on the use of Al.

c. Evaluate and explain the benefits and drawbacks of the
implementation of Al technologies in various professions.

Networks and the Internet (NI)

7.NIL1

The student will describe and explain why protocols are essential in data

transmission.

a. Define packet, router, and protocol.

b. Describe the process of sending a file through a network.

c. Explain the role of Internet Protocol (IP) addresses in transmitting
information.

d. Explain how packets ensure reliable communication among computing
devices.

e. Model how data is transmitted over networks and the Internet.
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Eighth Grade: Computer Science

In Eighth Grade, students show mastery of understanding of the role of computing
systems and data transmission over the Internet. Students contrast physical and digital
safeguards implemented to protect electronic information from potential threats.
Moreover, students assess the social and ethical implications of computing technologies
from the perspective of both the creator and the consumer of computing technologies. The
design and development of computing technologies are evaluated to account for the needs
and wants of end users. Students continue to build upon previous knowledge and skills
and create programs that contain multiple control structures. Their computational thinking
skills are honed through the development of programs utilizing diverse data types, the
development of computational models, and the use of pattern recognition and abstraction
to make recommendations and predictions. As computer science skills and concepts can
be applied to various careers, students will build upon their awareness of their skillsets
and create education and training plans that foster continued pursuits of expanding their
computer skills and knowledge to foster aspirations for post-secondary opportunities
within computer science.

Algorithms and Programming (AP)

8.AP.1 The student will apply computational thinking to construct programs to
accomplish a task as a means of creative expression or scientific
exploration.

a. Identify patterns and repeated steps in an algorithm, problem, or
process.
b. Decompose an algorithm, problem, or process into sub-components.
c. Abstract relevant information to identify essential details.
d. Use pseudocode, decision trees, or flowcharts to illustrate complex
problems as algorithms.

8. AP.2 The student will plan and implement algorithms that include sequencing,
loops, variables, user input, conditional control structures, functions, and
various data types.

a. Describe the concept of input and output of various data types for use
in a computer program.

b. Plan an algorithm using plain language, pseudocode, or diagrams.

c. Write and test algorithms expressed using block-based or text-based
programming languages.

8. AP.3 The student will use the iterative design process to create, test, and debug
programs using a block-based or text-based programming language.

a. Create and test programs that contain multiple control structures.
b. Trace and predict outcomes of programs.
c. Analyze the outcomes of programs to identify logic and syntax errors.

43| Page



d. Analyze and describe the results of a program to assess validity of

outcomes.
e. Revise and improve an algorithm to resolve errors or produce desired
outcomes.
8. AP.4 The student will incorporate work from others into programs and projects.

a. Explain the role of Creative Commons licensing for the use and
modification or “remixing” of information.

b. Utilize Creative Commons assets in a programming project.

c. Use and remix code from other projects within a programming project
and provide proper attribution.

Computing Systems (CSY)

8.CSY.1 The student will recommend and design improvements to computing
devices based on the needs of various users.
a. Analyze existing computing devices for advantages and limitations.

b. Recommend and design improvements to computing devices based on
user interactions.

8.CSY.2 The student will apply computational thinking to troubleshoot and
document hardware and software-related problems.

a. Apply systematic processes to resolve hardware, software, and
connectivity-related problems.

b. Design an end-user document/guide to resolve hardware, software, and
connectivity-related problems.

Cybersecurity (CYB)

8.CYB.1 The student will investigate and describe ways to protect sensitive data
from malware and other attacks.

a. ldentify impacts of hacking, ransomware, scams, phishing, fake
vulnerability scans and the ethical and legal concerns.

b. Describe how cyber-attacks can affect a computing system.

c. Compare and contrast safe and unsafe computing practices.

d. Explore how industries and emerging technologies are addressing
cyber solutions.

e. Model common prevention practices for cyber-attacks.
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8. CYB.2

The student will investigate and explain how physical and digital security
measures can protect electronic information for businesses, governments,
and organizations.

a. Investigate and explain how physical and digital security measures are
used to safeguard electronic information.

b. Research the advantages and limitations of different security measures
in protecting users against security threats.

c. Explore how emerging technologies may affect methods to safeguard
personal and public data.

Data and Analysis (DA)

8. DAl

8. DA.2

The student will create computational models to simulate events or
represent phenomena.

a. Compare and contrast the use of computational models and
simulations to analyze patterns and replicate phenomena.

b. Design and create complex computational models that simulate
dynamic systems (abstraction), incorporating multiple variables and
interactions.

c. Refine computational models based on generated outcomes.

The student will evaluate computational models to analyze patterns and
make recommendations or predictions.

a. Define data biases within a dataset and the unintended consequences
that may impact data reliability and final analysis.

b. Analyze patterns and interpret data generated by computational models
and simulations, identifying meaningful patterns and relationships.

c. Utilize data visualization techniques to communicate and present
findings derived from computational models and simulations.

Impacts of Computing (I1C)

8.1C.1

The student will assess the social impacts and ethical considerations of
computing technologies.

a. Analyze the impact of sharing data through computing technologies.

b. Critique the role the Internet plays in social life, the global economy,
and culture.

c. Evaluate online and print sources for credibility and reliability.

d. Research and discuss factors that impact access and availability to
computing technologies.

e. Discuss ethical issues around cybersecurity and networks: censorship,
privacy, safety, and access.
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8.1C.2

8.1C.3

career.

The student will analyze and evaluate the ramifications of screen time in
one’s life.

a.

b.

Analyze scenarios or case studies to assess the impact of screen time
on one’s physical and mental health.

Justify the argument that excessive screen time and video games can
have significant consequences for the physical, emotional, and
cognitive development of children and adolescents.

The student will identify opportunities for education, training, and
preparation to enter into a chosen computer science career field.

a.

b.
C.
d.

Identify an education and training plan for a chosen computer science

Outline the use of computer science skills required in a chosen career.
Develop short-and long-term goals for a chosen career.
Research emerging trends in a chosen career path.

Networks and the Internet (NI)

8. NI.1

The student will model and describe the role of computing devices in
transmitting data in and on computing networks and the Internet.

a.

b.
C.

Identify the roles of computing devices: routers, switches, servers, and
clients communicating over a network.

Design a network topology of computing devices.

Demonstrate how data is transmitted over networks and the Internet.
Analyze factors that strengthen or weaken network connectivity.
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Middle School Elective: Computer Science

The Computer Science Middle School Elective standards are delineated for the
implementation of a 9-week, 18-week, or 36-week implementation. Throughout this
elective course, students will deepen their understanding of computer science, exploring
its impact and historical context along with analysis of its current developments. Students
will examine the influence and impact of computing within Virginia and globally.
Students will utilize programming as a tool to create programs, integrating concepts
learned K-8, while exploring various programming representations and analyzing their
advantages and disadvantages.

Communication, collaboration, critical thinking, and creativity are addressed through
standards that are intended to build upon project management skills and the iterative
design process. Cybersecurity principles remain prominent, with a continued emphasis on
safeguarding information and sensitive data. Creation is a significant component within
the middle school course as students have acquired significant knowledge K-8 to now be
fully prepared to create computational artifacts for predetermined tasks and solve
problems. Additionally, students will delve into advanced concepts for data collection
and its relationship to machine learning and Atrtificial Intelligence.

Standards are structured according to content strands, mirroring the organization of the
K-8 standards. Each content strand delineates standards for 9-week, 18-week, and 36-
week courses, illustrating the sequential progression of knowledge from the differing
durations. Therefore, the content covered in an 18-week course includes the 9-week
standards as well. Similarly, the 36-week course encompasses all standards outlined for
both the 9-week and the 18-week course.

Algorithms and Programming (AP)
9-WEEKS:

MSCSE-9.AP.1 the student will apply computational thinking to evaluate and solve a
problem.

a. Decompose a problem or process into sub-components.

b. Recognize characteristics or patterns to determine commonalities.

c. Abstract relevant information to identify essential details.

d. Use pseudocode and/or flowcharts to address complex problems as
algorithms.

MSCSE-9.AP.2 The student will use iterative design process to create a program.
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Identify the goal and objectives of the program.

Plan for the design or prototype of the program.

Develop an outline for the program’s functionality.
Engage with peers to collect feedback on relevant aspects.

o0 o

MSCSE-9.AP.3 The student will plan and implement algorithms that include loops,
variables, user input, compound and nested conditional control structures,
and procedure definitions that accept parameters using block-based or
text-based programming.

a. Read and interpret algorithms expressed using plain language,
pseudocode, and block-based or text-based programming languages.

b. Create an algorithm using plain language, pseudocode, or diagrams.

c. Implement programs that accept input values, use variables, and
produce output.

d. Write and test algorithms using block-based or text-based
programming languages.

MSCSE-9.AP.4 The student will use an interactive approach to trace, predict, test, and
debug to improve existing programs and solve problems.

a. Trace a program for accuracy.

b. Analyze and describe the results of a program for validity.

c. Revise and improve an algorithm to resolve errors or produce desired
outcomes.

d. Document programs to improve the ability to trace, test, and debug.

18-WEEKS:

MSCSE-18.AP.1 The student will improve existing solutions to problems to create new
programs.

a. Categorize problems as classification, prediction, combinational search, or
sequential decision problems.
Determine when problems can be solved with programs automation.

c. Create a variety of programs while considering the needs preferences of
diverse user groups.

d. Utilize existing code, media, and libraries into original programs, and give
attribution.

48| Page



MSCSE-18.AP.2 The student will systematically use multiple test cases to verify the
accuracy of a program.

a. Predict and test the outcome or output of multiple test cases.
b. Verify and refine the program based on the outcome of multiple test
cases.

MSCSE-18.AP.3 The student will work collaboratively in an iterative design process to
solve problems, including peer review and feedback.

Collaboratively plan, design, and revise programs.

Explain design choices, including constraints, and audiences.
Provide constructive feedback through peer review.

Reflect on collaborative experiences.
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MSCSE-18.AP.4 The student will analyze, solve, and document a problem-solving
process for others to duplicate the solution.

a.  Analyze and decompose a problem.
b.  Use abstraction to determine a solution to a problem.

MSCSE-18.AP.5 The student will investigate different coding languages.

a. ldentify characteristics of block-based and text-based coding
languages.

b. Analyze the advantages and disadvantages of block-based and text-
based coding languages.

36-WEEKS:

MSCSE-36.AP.1 The student will develop a solution to a real-world problem using
programming.

a. ldentify problems that can be solved with a program.

b. Justify a proposed solution to a problem.

c. Use project management tools to support collaboration.

d. Engage in peer review and incorporate evaluative feedback through
the design process.

e. Incorporate feedback provided through peer review to refine
prototypes.

MSCSE-36.AP.2 The student will decompose problems and subcomponents into parts to
facilitate the design, implementation, and review of programs.

a. Decompose problems into subcomponents to facilitate the creation of a
program.
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b. Use documentation to explain the purpose of a section of code and its
relationship to other parts of a program.

c. Evaluate the limitations of models, algorithms, and programs
considering multiple perspectives.

d. Systematically test and refine programs.

MSCSE-36.AP.3 The student will design and create algorithms using a text-based
programming language.

a. Read and write programs that combine loops and conditional control
structures.
b. Read and write programs using functions and procedures.

Computing Systems (CSY)
9-WEEKS:

MSCSE-9.CSY.1 The student will explore the structure, function, and interactions and
interrelationships of hardware and software.

a. Explain the structure and function of hardware and software in
computing devices.

b. Describe the interactions of hardware and software in computing
systems.

c. Evaluate the usability of hardware and software from different
perspectives.

MSCSE-9.CSY.2 The student will implement solutions to problems with computing
devices and their components.
a. Abstract the problems with computing devices and apply appropriate
troubleshooting strategies.
b. Propose and implement solutions to a variety of hardware and software
problems.

18-WEEKS:

MSCSE-18.CSY.1 The student will design projects that utilize hardware and software
components to collect and exchange data.

a. Explain the interactions of hardware and software components when
collecting and exchanging data.

b. Justify the selection of hardware and software components for project
designs by considering multiple factors: functionality, cost, size,
speed, accessibility, and data bias.
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MSCSE-18.CSY.2 The student will assess how computers interact with humans, other
computing systems, and the environment.

36-WEEKS:

a.

b.

Evaluate design and user operability to assess user accessibility,
hardware and software performance, and compatibility.

Develop and apply criteria to evaluate a computing system for a given
purpose and its intended environment.

MSCSE-36.CSY.1 The student will analyze user interaction with computing devices and
propose design improvements.

a. Analyze and evaluate the design of a computing device for the end
user.

b. Propose recommendations for improvements to a computing device to
include accessibility, functionality, cost, size, speed, accessibility, data
bias, and aesthetics.

c. Investigate additional improvements available through emerging
technologies.

Cybersecurity (CYB)

9-WEEKS:

MSCSE-9.CYB.1 The student will demonstrate ways to protect sensitive data from
malware and other attacks.

18-WEEKS:

a.
b.
C.

d.

Describe how cyber-attacks can affect a computing system.
Compare and contrast safe and unsafe computing practices.
Explore how industries and emerging technologies are addressing
cyber solutions.

Model common prevention practices for cyber-attacks.

MSCSE-18.CYB.1 The student will analyze tradeoffs between the use of public, privilege,
private, and personal information.

a.
b.

Create strategies for protecting information.
Describe the benefits and drawbacks of each type of information.

c. Analyze the impact of misclassified information.

d. Outline common causes and reasons for data breaches involving

information.

e.
breaches.

Describe the role of social engineering and human error in data
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36-WEEKS:

MSCSE-36.CYB.1 The student will apply multiple methods of encryption and decryption
to model the secure transmission of information.

a.
b.

Identify different types of data that can be encrypted.
Use simple encryption and decryption strategies to encode and decode
a message.

Data and Analysis (DA)

9-WEEKS:

MSCSE-9.DA.1 The student will collect data and use computational thinking practices to
transform and manipulate data.

a.
b.

18-WEEKS:

Identify and use computing technologies to collect data sets.
Evaluate data sets and visualizations for limitations, reliability, and
bias.

Identify encoding schemes used to represent similar data.

Transform data utilizing decomposition, pattern recognition, and
abstraction to make inferences, predictions, and decisions about real-
world phenomena.

Explore how machine learning, Artificial Intelligence (Al), and
emerging technologies automate data analysis.

MSCSE-18.DA.1 The student will use decomposition, pattern recognition, and
abstraction to create and refine models and programs based on the data
they have generated.

a.
b.

36-WEEKS:

Create representations and visualizations of data.

Assess data reliability and biases in the data collection process, data
visualizations, and existing automation.

Use and evaluate various schemes to represent data.

Explore how emerging technologies including Artificial Intelligence
(Al) organize data, make decisions, and formulate predictions.

MSCSE-36.DA.1 The student will utilize software tools and computer programs to create
interactive data visualizations to analyze and better understand the real-
world.

a.

Communicate the significance of data visualizations and computation
models in the real-world.
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b.

Use existing data visualizations that refresh in real-time to make

predictions about real-world phenomena.

c. Create interactive data visualizations of real-world phenomena.

Impacts of Computing (1C)

9-WEEKS:

MSCSE-9.I1C.1 The student will examine the impact of computing technologies that affect
daily life and society.

a.

b.

Compare and contrast the benefits and risks of everyday use of
computing technologies and their influences on daily life and society.
Discuss issues of digital citizenship, ethics, bias, and accessibility in
relation to computing technologies and the Internet.

Identify and describe significant historical figures that made an impact
in the computer science field.

MSCSE-9.1C.2 The student will investigate and analyze the impact of screen time on
one’s mental and physical health.

a.

Investigate physical health effects associated with excessive screen
time to include risk of obesity and related health issues.

Investigate social and emotional effects associated with excessive
screen time to include development of social skills and emotional
intelligence.

Investigate cognitive effects associated with excessive screen time to
include the impact on attention span, concentration, and ability to
focus.

Analyze and differentiate between the use of technology and screen
time for instructional benefits compared to recreational activities.
Synthesize and report findings of the screen time usage and impact on
one’s mental and physical health.

MSCSE-9.1C.3 The student will explore careers that utilize computer science skills and
practices in Virginia and globally.

a. Research computer science and information technology career

pathways.

b. Discuss careers that use computer science skills and practices.
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18-WEEKS:

MSCSE-18.1C.1 The student will examine relationships between historical advancements
in computer science that influence the development of computing
technologies.

a. ldentify correlations between historical developments in computing
technologies and changes in society, including automated decision-
making and emerging computing technologies.

b. Explain how computing technologies can positively and negatively
impact communities in Virginia and globally.

c. Examine how risk and benefits have changed based on the
development of computing technologies.

MSCSE-18.1C.2 The student will explore computer science related career pathways.

a. Identify computer science related careers that relate to the student’s
interest.

b. Evaluate different computer science related careers and develop a
career plan.

36-WEEKS:

MSCSE-36.1C.1 The student will assess the societal, environmental, and ethical impacts,
and tradeoffs of computing technologies.

a. Describe tradeoffs between allowing information to be public and
keeping information private and secure.

b. Evaluate policies, laws, and regulations for computing technologies.

c. Propose strategies to mitigate risks and increase benefits of computing
technologies.

d. Assess the benefits and drawbacks of using Internet technologies by
considering factors such as: data storage, cost, speed, reliability, and
privacy.

Networks and the Internet (NI)
9-WEEKS:

MSCSE-9.NI.1 The student will explain that the Internet is a network of computing
devices connected physically and/or wirelessly.

a. Explain the role of networks and the Internet in different computing
contexts: gaming, web browsing, communication, streaming, or other
COMMON USe Cases.

b. Identify and describe hardware and software components that make up
the Internet.
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c. Explain how hardware and software components can be combined to
collect and exchange data.
d. Compare and contrast different methods of data transfer.

18-WEEKS:

MSCSE-18.NI.1 The student will analyze the role of computing devices in transmitting
data in computing networks and the Internet.

a. Define packet, protocol, server, and router.
b. Analyze the role of computing devices in transmitting data.
c. Model how data is transmitted across networks and the Internet.

36-WEEKS:

MSCSE-36.NI.1 The student will analyze the role of computing devices and network
architecture in transmitting data in computing networks and the Internet.

Define client, server, router, and switches.

Identify how computing devices collect and exchange data.
Compare and contrast network topologies.

Illustrate the arrangement of topology among elements of a network.
Model how information is transmitted amongst multiple computing
devices within a network.
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Computer Science Foundations:

The Computer Science Foundations course is an introductory, high school computer
science course. Its standards provide a structured progression from the middle school
elective course while also offering a distinct learning opportunity for students who did not
take the middle school elective course. The course emphasizes the academic depth of
computer science with concepts and skills that would prepare students for advanced and
specialized courses. Computational thinking is seen through its application in complex
systems and designs of computing technologies. Students view various stakeholders
within their work, evident in program development, cybersecurity safeguards, and
technology usage. Advanced concepts within machine learning and Artificial Intelligence
are addressed. Additionally, students acquire practical skills relevant to daily and
professional life, including troubleshooting network issues and project management.
Moreover, the course encourages students to analyze the societal, environmental, and
ethical impacts of current and emerging technologies, fostering a deeper understanding of
computing’s broader and direct implications in society.

Algorithms and Programming (AP)

CSF.AP.1  The student will apply computational thinking to address a computational
problem.

a. ldentify real-world problems that are classification and prediction
problems.

b. Decompose a problem or process into sub-components.

c. Implement abstractions to improve program modularity, reusability,
and readability.

d. Identify computing-based solutions to address a computational
problem.

CSF.AP.2  The student will use the iterative design process to create, test, and refine
programs using a text-based programming language.

Create programs using a text-based programming language.
Document programs to improve the ability to trace, test, and debug.
Trace the execution of an algorithm and predict its results.

Analyze the outcomes of programs to identify logic and syntax errors.
Use multiple test cases to verify and refine the program.

Revise and improve an algorithm to resolve errors or produce desired
outcomes.

g. Use version control and incorporate user feedback to refine program.
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CSF.AP.3

The student will plan and implement algorithms and programs that
include loops, variables, and compound and nested control structures
using a text-based programming language.

a.

b.

Read and interpret algorithms and programs expressed using plain
language, pseudocode, and text-based programming languages.
Create design documents using plain language, pseudocode, or
diagrams.

Read and write algorithms and programs that accept multiple input
values, use variables, and produce output.

Read and write algorithms and programs that include predefined
functions and procedures with parameters and returns.

Compare several implementations of the same algorithm using
different control structures.

CSF.AP.4  The student will design programs that use and manipulate data.

a.

Determine appropriate data structures to address program
specifications.

Apply basic computations on numeric and non-numeric data types.
Read and write programs that create, store, and manipulate primitive
data.

Read and write programs that create, store, and manipulate linear
collections of primitive data types: arrays or list.

Read and write programs that use relational, logical, and arithmetic
expressions.

Read and write programs that traverse and manipulate data structures.

CSF.AP.5 The student will define and describe neural network learning algorithms.

CSF.AP.6

o

Define and describe neural network learning algorithms.

Illustrate and describe a neural network structure.

Identify and discuss examples of computing technologies that utilize
neural networks.

Compare and contrast a decision tree learning algorithm and a neural
network learning algorithm.

The student will investigate different coding languages.

a.

b.

Identify and describe characteristics of block-based and text-based
coding languages.

Analyze the advantages and disadvantages of block-based and text-
based coding languages.

Analyze the advantages and disadvantages of various text-based
coding languages.
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CSF.AP.7 The student will use search algorithms and sort algorithms.

Define the concept and role of a search algorithm.

Define the concept and role of a sort algorithm.

Compare and contrast bubble sort, quick sort, and merge sort.
Compare and contrast linear search and binary search.

Evaluate and determine the best search or sort algorithm to use based
on intended results.
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CSF.AP.8  The student will work collaboratively in an iterative design process to solve
problems, including peer review and feedback.

a. ldentify project management frameworks and methodologies that
emphasize iteration.

b. Discuss the significance of communication and methods of
communication when working collaboratively.

c. Distribute roles and responsibilities and adhere to predetermined

timeline and/or project scope.

Collaboratively plan, design, and revise programs.

Provide constructive feedback through peer review.

Use project management tools to support collaboration.

Justify and explain design choices, including constraints, and

audiences.

h. Reflect and discuss collaborative experience with team.
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Computing Systems (CSY)

CSF.CSY.1 The student will explain the use of abstraction to hide underlying
implementation of computing systems embedded in everyday objects.

a. Provide real-world examples of abstraction in computing.

b. Explain the role of abstraction to simplify complex systems.

c. Identify and describe levels of abstraction between application
software, system software, and hardware layers.

CSF.CSY.2 The student will illustrate how computers create visual representations.

a. Describe how computers receive visual data from various sensors and
tools.

b. Describe image processing techniques to include filtering,
segmentation, and feature extraction.

c. Explain how computers use pattern recognition and classify data to
interpret and make decisions.

d. Discuss ethical considerations related to the use of visual data and
computer vision technologies.
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CSF.CSY.3 The student will illustrate how computers can use visual representations of
the world to solve problems.

a. Describe the parts of a network diagram and how they are related.
b. Explain the relationship between nodes, links, and other components of

CSF.CSY.4

graphs.

c. Explain how a computer can solve a maze, find a route on a map, and

use reasoning to solve problems.

The student will describe and explain the methods in which computers
learn through the use of machine learning.
a. Compare and contrast the learning process of humans and computers.

b.

Identify mathematical models used by supervised learning to produce

classifications and predictions.

Cybersecurity (CYB)

CSF.CYB.1

CSF.CYB.2

CSF.CYB.3

The student will evaluate the methods of protecting data and computing
systems, considering the context of the user and other stakeholders, with
the level of cybersecurity risk.

a.

Describe ways data and computing systems can be threatened by
malware, ransomware, social engineering, phishing, and other
cyberattacks.

Compare strategies to protect data and computing systems from
malware, ransomware, social engineering, phishing, and other
cyberattacks.

The student will identify and describe typical targets and perpetrators of
cyberattacks.

a.
b.

Identify common targets and perpetrators of cyberattacks.

Identify ways data is automatically collected and generated that may or
may not be evident to users.

Describe potential vulnerabilities when using publicly available
networks.

Assess the impact of cyber threats on systems and people with diverse
backgrounds, technical knowledge, or threat profiles.

The student will compare various security measures, considering tradeoffs
between the usability and security of a computing system.

a.
b.

Evaluate tradeoffs between usability and security.

Analyze scenarios to determine tradeoffs between usability and
security.

Propose recommendations for optimizing balance between usability
and security in a given computing system.
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Data and Analysis (DA)

CSF.DA.1 The student will identify and explain specific examples of real-world
problems that can be effectively addressed using data analysis.

a.

b.

Describe the types of data that business, industry, and government
entities collect and maintain.

Identify privacy and consumer protection issues that impact data
representation.

Identify real-world problems that can be addressed through data
analysis.

Compare two real-world datasets to identify how the values of features
are encoded and represented.

Formulate questions to decompose a problem and develop a data
project plan.

CSF.DA.2  The student will evaluate data collection and storage practices, including
their impact on the stakeholders involved.

a.
b.

Identify methods for collecting and storing data of different data sizes.
Evaluate the technical and ethical implications of collecting and
storing data from the perspectives of users, programmers, companies,
and communities.

Identify impacts of bias in data collection and storage practices.
Analyze the impact of data quality, quantity, diversity, and other
factors on the accuracy and reliability of data visualizations.

Research emerging technologies that have the capability to construct
reasoning from stakeholder data.

CSF.DA.3  The student will investigate data collection practices and the role of
consent, transparency, and responsible data handling.

a.

b.

Evaluate the quality of training data: completeness, accuracy,
consistency, and relevance.

Analyze and discuss the ethical implications and social and economic
impact of training data choices.

CSF.DA.4  The student will differentiate between the use of training data and
reasoning models.

a.

b.

Explain the use of training data and the role it has in the development
of machine learning models.

Explain the use of reasoning models and the role it has in the
development of machine learning models.

Identify and discuss the similarities and differences between training
data and reasoning models in artificial intelligence systems.
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CSF.DA.S

The student will utilize data analysis to solve computational problems that
make an impact and create solutions.

a. Formulate questions that require data collection.

b. ldentify appropriate data to address predetermined question.

c. Define the stages of the data cycle and the interrelationship between
each stage.

d. Identify and explain constraints of a data-driven approach.

e. Create a computational artifact of the data analysis results.

Impacts of Computing (1C)

CSF.IC.1

CSF.IC.2

CSF.IC.3

CSF.IC.4

The student will research and hypothesize the societal, environmental, and

ethical impacts of present and future computing technologies.

a. ldentify the societal impacts of computing technologies and the
various aspects of daily life and industry.

b. Evaluate the effect of advances in information technology on the
economy, environment, and ethics, including advancements of
Artificial Intelligence (Al), quantum computing, and emerging
technologies.

c. Examine the environmental impact of computing technologies.

d. Propose strategies to address the ethical impacts and potential
challenges of computing technologies.

The student will examine the impact of screen-related distractions on
productivity.

a. Identify digital tools and applications designed to monitor or regulate
screen time usage.

b. Evaluate the impact of screen time management on productivity and
well-being.

c. Examine and discuss the impact of screen time and social media on
academic or workplace performance.

The student will identify historical advancements in computer science and
their parallels with changes in society.

a. Examine correlations between historical developments in computing
technologies and changes in society.

b. Appraise contributions of pioneers in the field of computer science.

c. Explore the impact of Moore’s Law on scientific and mathematical
advancements.

The student will explore computer science careers in Virginia and
globally.

a. Research and explain the preparation and job outlook for computer
science careers.
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b. Examine current and future computer science career pathways
involving emerging technologies.

Networks and the Internet (NI)

CSF.NI.1 The student will model the transmission of data across computing
networks and the Internet.

a. Identify the roles of computing devices: routers, switches, servers, and
clients.

b. Explain the role of Internet protocols: Hypertext Transfer Protocol
Secure (HTTPS) and Transmission Control Protocol/Internet Protocol
(TCP/IP) to provide reliable and secure data.

c. Analyze and create network topology diagrams.

d. Model how computing devices communicate via networks using
TCP/IP protocols.

e. ldentify common problems that impact network functionality.

f. Identify solutions to resolve common network issues.
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Computer Science Principles:

The Computer Science Principles course is a continuation of the Computer Science
Foundations course. This course has a strong focus on real-world applications, equipping
students with a deeper understanding and expertise within computer science. Technical
principles of abstraction are addressed as students gain understanding of the intricate
relationship between hardware, system software, and application software. Students gain
insight and understanding of the utilization of the C-I-A triad and its role in establishing
cybersecurity best practices and implementation techniques to fortify defenses against
threats and vulnerabilities. Data science is a pivotal component within the data and
analysis content strand. Students utilize the data cycle for meaningful and informative
analysis. Training data and data bias is a significant area of focus as students examine the
real-world implications and uses of machine learning and Artificial Intelligence.

Algorithms and Programming (AP)

CSP.AP.1 The student will apply computational thinking to address a computational
problem.

a. ldentify and categorize real-world problems as classification,
prediction, and sequential decision.

b. Identify the process used by specialized algorithms used for perceptual
tasks using sensory inputs.

c. Decompose a computational problem or process into sub-components.

d. Use abstraction to improve program modularity, reusability, and
readability.

e. Create a prototype that uses algorithms to address a complex
computational problem.

f. Justify selected control structure(s) used to design algorithm.

CSP.AP.2  The student will design and create programs that use and manipulate data,
include primitive data types and higher-order data structures.

a. Determine appropriate data structures to implement when given a
programming problem or task.

b. Create, modify, store data in, and manipulate primitive data types like
numbers, strings/characters, or Boolean values.

c. Create, modify, store data in, and manipulate linear and non-linear
collections containing primitive and higher order data types: arrays,
lists, objectives, or key-values structures.

d. Read and write programs that include linear data structures and
processes a collection of data.
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CSP.AP.3  The student will use the iterative design process to plan, implement, and
create programs that satisfy user and design specifications.

CSP.AP.4

a.
b.

S o oo

Use project management skills to work individually and in teams.

Design an interactive program that accepts input from a variety of

sources and produce output based on input.

Create a design specification document.

Design and create programs for various computing platforms.

Document programs to improve the ability to trace, test, and debug.

Trace the execution of an algorithm and predict its results.

Use proper attribution to incorporate code written by others.

Use multiple test cases to verify and refine program.

Revise and improve an algorithm to resolve errors or produce desired
outcomes.

Solicit and synthesize user feedback to test and refine the program.

Apply best practices in developing programs: program development

cycle, code styling, documentation, and version control.

The student will weigh the affordances and constraints of different coding
representations.

a.

b.

Compare and contrast schematic representation, pictorial
representation, and other coding representations.

Generalize programming concepts, structures, and practices across
coding representations.

Communicate the ways a coding representation or approach shapes
solutions to problems.

Evaluate coding languages for specific real-world applications.

Computing Systems (CSY)

CSP.CSY.1

The student will compare the structures, functions, and interactions
between application software, system software, and hardware.

a.

b.

Explain the role of abstraction and computing systems for user
usability.

Explore the interdependent relationship between hardware and
software and the effect on functionality and system architecture.
Analyze the components of hardware and software and propose
solutions to increase functionality.

Describe the functions of an operating system, including resource
management and process execution.

Construct a model to show the hierarchy of hardware, system software,
and application software.

64|Page



Cybersecurity (CYB)

CSP.CYB.1  The student will evaluate security technologies, techniques, and practices
in terms of confidentiality, integrity, and availability.

a.
b.

Explain the C-I-A (Confidentiality, Integrity, and Availability) Triad.
Solve a cybersecurity problem and propose security measures related
to confidentiality, integrity, and availability.

Compare information security and physical security measures to assess
potential threats and vulnerabilities.

CSP.CYB.2  The student will explain the legal and ethical ramifications of
cybersecurity breaches.

a.

b.
C.

Describe state and federal laws that relate to cybersecurity and
privacy.

Compare and contrast ethical and unethical hacking.

Evaluate the social and economic implications of privacy in the
context of safety, law, or ethics.

CSP.CYB.3  The student will explain the importance of protecting personally
identifiable information (PI1I) and social identity.

a.

b.

Examine measures to prevent the disclosure of personally identifiable
information (PII).

Compare and contrast ways to conduct threat analysis and to protect
data and computing systems from data breaches.

Analyze scenarios and propose computing practices to protect personal
information and reduce the risk of a data breach.

Data and Analysis (DA)

CSP.DA.1 The student will utilize, develop, evaluate, defend, and refine information
about a dataset using computing technologies, techniques, and practices.

a.

b.

® Qoo

Identify the role of relational databases in storing data and in data
utilization.

Analyze tradeoffs inherent in distilling raw data into data
representations.

Evaluate data reliability and scalability.

Identify potential bias present in data representation practices.
Discuss the potential effect of data bias and provide recommendations
on how to mitigate data bias.

CSP.DA.2  The student will collect and use training data.

a.

Collect and clean diverse data sets to improve data quality and
relevance.

b. Apply preprocessing techniques: missing values, normalization, and

C.

encoding categorical variables.
Create subsets of training data for training, validation, and testing.
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CSP.DA.3

CSP.DA4

d.

Investigate potential imbalances within training data that could result
in a biased model.

The student will use supervised or unsupervised learning algorithm to train
a model on real-world data.

a.
b.
C.

Explain the difference between labeled and unlabeled data.

Evaluate a dataset used to train an artificial intelligence system.

Apply mathematical operations and algorithms to manipulate and
extract insights from data sets.

Describe how supervised or unsupervised learning algorithms find
patterns and make predictions.

Discuss how machines learn from data sets and derive new knowledge.
Describe how natural language processors (NLP) analyze data and
produce output.

The student will create and refine predictive models based on patterns in
data.

a.

b.

Create and refine models or computational artifacts that can be used to
make predictions and communicate effectively.

Justify tools and data visualizations selected to create and assess the
model for accuracy.

Impacts of Computing (1C)

CSP.IC.1

CSP.IC.2

The student will analyze the impacts of computing technologies across
global societies.

a.

b.

Assess the impact of manufacturing and energy use on communities
and the environment.

Analyze ways in which global collaboration is supported by new
technologies.

Identify applications of quantum computing in various fields: scientific
research, nonprofit entities, government agencies, and/or business
industries.

The student will analyze the long-term impact of excessive screen time use
on one’s mental and physical health.

a.

Research and analyze the prevalence, causes, and long-term
consequences of extended screen time usage.

Identify indicators of excessive social media use.

Propose techniques and strategies to mitigate or reduce the impact of
excessive screen time usage.

Examine and discuss the impact of screen time and social media on
academic or workplace performance.
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CSP.IC.3

CSP.IC.4

CSP.IC5

The student will analyze and design solutions to address local and global
impacts of present and future computing technologies.

a.

b.

Analyze and evaluate equity, access, and influence on the distribution
of computing resources in a global society.

Analyze the implications of emerging computing technologies to
design solutions.

Create computing artifacts(s) that illustrates a solution to solve a
problem locally or globally.

The student will expand career explorations with work-based learning
experiences.

a.

b.

Engage in work-based learning experiences involving computer
science and related pathways.

Create a plan to navigate career pathways that include computer
science skills and practices.

The student will identify and describe the information processing
capabilities of Artificial Intelligence in computing technologies.

a.

b.

Identify ways Artificial Intelligence applications can modify their
behavior to respond to different people’s emotional states.

Describe the role of natural language processing in computing
technologies.

Examine ethical and privacy concerns related to Artificial Intelligence
and propose recommendations to address these concerns.

Networks and the Internet (NI)

CSP.NI.1

CSP.NI.2

The student will explain, analyze, and model computing networks and
communication over the Internet.

a.

b.

Explain abstraction enabling computing devices to communicate to
one another over an Internet connection.

Model abstractions and protocols enabling computers to transmit,
receive, and interpret-data within networks and over the Internet.
Explain how abstraction enables different layers of Internet technology
to build on one another.

Describe the seven layers of the OSI model.

Analyze issues pertaining to networks through the sevens layers of the
OSI model.

The student will explain design principles enabling large-scale operation of
the Internet to connect devices and networks all over the world.
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a. Explain design principles that permit scalability and reliability of
connected devices on a network.

b. Describe issues that impact network functionality, scalability, and
reliability and recommend solutions

c. Create a diagram to illustrate the communication connection between
two distant devices.

Computer Science Programming (NCTE):

The Computer Science Programming standards emphasize mastery of text-based
programming. This is an advanced-level programming course. This is a non-career
technical education course. These standards provide students the opportunity to utilize
programming as a tool to construct well designed programs, with a focus on efficiency,
user protections, and vulnerability mitigation. Through continued application of
computational thinking and iterative design, students will address real-world problems by
developing programming solutions. The standards focus on the enhancement of technical
skills, including the integration of application programming interfaces, understanding Big
O Notation, and proficiency in recursive algorithms.

Algorithms and Programming (AP)

PRG.AP.1 The student will apply computational thinking to manage complex
programs.

a. ldentify and categorize real-world problems as classification,
prediction, sequential decision, logical deduction, or statistical
inference problem.

b. Analyze a large-scale computational problem, identify generalizable
patterns, and implement a computing-based solution.

c. Decompose large-scale computational problems into subtasks and
components processes and inter-relationships.

d. Implement and evaluate abstractions based on their modularity,
reusability, and readability.

PRG.AP.2 The student will plan and implement programs that consist of compound
conditionals, complex iterations, and complex computations using a text-
based programming language.

a. Read and interpret algorithms expressed using plain language, and
pseudocode. Read and write programs that include compound
conditional execution and evaluate complex Boolean conditions.

b. Read and write programs that accept input from a variety of sources
and produce output based on that input.

c. Read and write programs that include pre-defined and self-defined
procedures.

d. Read and write programs that include functions with/without
parameters, and functions with/without return values.

68|Page



PRG.AP.3

PRG.AP.4

PRG.AP.5

PRG.AP.6

e.

Read and write programs that consist of modular division, random
number generation, substring manipulation and processing of
individual characters.

Integrate external code with Application Programming Interface
(APIs) and library calls.

The student will use the iterative design process to create, test, and refine
programs using a text-based programming language.

a.

b.

Trace the execution of iterative and recursive algorithms, illustrating
output and changes in values of named variables.

Develop and systematically use a series of test cases to verify that a
program performs according to its design specifications, including
edge cases and all branches.

Use code review to evaluate the correctness, readability, and usability
of a program.

Use debugging tools and user feedback to refine programs.

Modify existing program to improve functionality.

The student will create programs that demonstrate an understanding of
the data structures.

a.
b.
C.

d.
e.

Use linear data structures: arrays, lists, and non-linear data structures.
Evaluate and convert data structures when appropriate.

Read and write programs that store, process, and manipulate 1D and
2D collections.

Identify how and when to use search and sort algorithms.

Read and write programs that include search and sort algorithms.

The student will create programs that demonstrate an understanding of
the interactions between classes and object-oriented design.

a.

Define the role of inheritance, polymorphism, and encapsulation in
object-oriented programming languages.

Use classes with instance data and methods to satisfy a design
specification.

Organize programs methodically using comments and other
organizational structures so that others can understand, interpret, and
modify the program.

The student will explain and justify program design and development
decisions.

a.

b.

Explain the software life cycle and how it applies to the iterative
design process.
Justify and communicate decisions and design elements.
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PRG.AP.7 The student will interpret, adapt, test, debug, and refine algorithms for use
in a particular context and evaluate for efficiency.

a.

Use Big O notation to compare the benefits and drawbacks of using
different algorithms for a particular process.

Computing Systems (CSY)

PRG.CSY.1 The student will evaluate the relationship between storage, processing,
and efficiency, and analyze the role in program development.

a.

b.
C.

d.
e.

Create programs that utilize persistent storage for program input and
output.

Define the role of cache memory.

Analyze the impact of different types of memory on program
processing speed.

Conduct a cost-benefit analysis for different types of memory.
Redesign a program to improve efficiency and performance.

Cybersecurity (CYB)

PRG.CYB.1 The student will evaluate current and emerging programming security
practices.

a.
b.
C.

d.
e.

Create programs that safeguard against user error.

Create programs that implement encryption algorithms.

Describe how software programs can meet basic requirements for
security based on best practices.

Describe the impact of software vulnerabilities.

Evaluate methods developers use to protect unauthorized access to
programs.

PRG.CYB.2 The student will write or adapt a program to avoid common
vulnerabilities.

a.
b.
c
d

Understand the role of input validation in programming.

Develop code that validates input based on defined specifications.
Explain common vulnerabilities in program function and their impact.
Understand the impact of vulnerabilities on program function and
security.

Data and Analysis (DA)

PRG.DA.1  The student will evaluate the tradeoffs between a variety of data
organization and storage options.

a.

Identify and compare data organization methods: variables, arrays,
lists, trees, and schemas.

70| Page



PRG.DA.2

PRG.DA.3

PRG.DA.4

b.

Assess and compare data storage options such as databases, file
systems, local storage, and cloud storage, for scalability, reliability,
privacy, and cost.

Evaluate the impact of data organization and storage choices on
program performance, efficiency, and resource utilization.

The student will use a variety of data types and structures in representing
programmatic solutions to real-world problems.

a.

b.

Research and describe real-world reasoning problems that a reasoning
algorithm can be used to sort data.

Read data summaries and visualizations and explain/translate into
nontechnical terms for various audience groups.

Collect, use, and manipulate data from a variety of types and
structures.

Utilize data analysis to create programmatic solutions and draw
conclusion based on the results.

The student will identify data biases in the data collection process and
describe privacy concerns surrounding data collection and processing.

a. Use the data cycle in the collection and processing of data as part of
the development of a program.

b. Describe how the data collection process should be focused, relevant,
and limited to the scope of the project.

c. Analyze data to identify outliers or missing variables that could result
in data biases.

d. Describe privacy considerations in the collection of data.

The student will use a programming language to develop a data

visualization.

a. ldentify libraries and other resources that enable the visualization of
data inputs.

b. Compare and contrast the methods of creating data visualizations,
including programming languages and application software.

c. Develop a data visualization using a programming language’s data
processing function.

d. Create visualizations for descriptive and inferential statistical analysis
based on the context and intended audience.

e. Apply mathematical operations and algorithms to manipulate and
extract insights from data sets.

f. Justify the design, use, and effectiveness of different forms of data

visualizations.
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Impacts of Computing (1C)

PRG.IC.1

PRG.IC.2

PRG.IC.3

The student will examine the ramifications of technical and ethical design
decisions when developing applications.

a.

b.

Use a design document to explain the reasoning for the design
decisions made when developing an application.

Research the effects of technical design decisions on overall program
function.

Examine and explain the impacts of unintended consequences related
to program design.

The student will use data to analyze the impact of screen time on one’s
mental and physical health.

a.

Use statistical data to analyze the relationship between excessive
screen time and attention span.

Analyze screen time usage data and propose recommendations to
promote healthy habits.

Examine and discuss the impact of screen time and social media on
academic or workplace performance.

The student will expand computer science career explorations with work-
based learning experiences.

a.

Engage in work-based learning experiences involving computer
science.

Networks and the Internet (NI)
No additional standards for Networks and the Internet.
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Appendix B- K-12 Software and Online Subscription Review Procedures

Overview

The review procedure shall define the minimum procedure for performing division-wide
and site-based software, freeware for multiple computers, and online subscription
reviews. Before purchase, a thorough review should be conducted and submitted to the
Director of Curriculum, Instruction and Staff Development.

Purpose

This review will be used to inspect new products for possible purchase and subsequent
inclusion on the RCPS approved software and online subscription list. Reviews provide a
timely and objective means for assessing software and online subscriptions for purchase
and use in an educational setting. The review process helps to ensure that educational
software and online subscriptions meet curriculum and technology goals as well as
network requirements. Reviews take the form of written documentation and involve
instructional and technical staff.

Review Procedure — Single Copy

Single-copy software purchases are possible when instructionally necessary. All staff
purchasing single copies under $100.00 should consult Instructional Technology
Resource Teacher to ensure that all instructional and technical considerations have been
addressed. Single copy software may not be installed on multiple computers.

Review Procedure — Multiple Copy, Lab Pack, Site License, and Online Subscription

Schools purchasing multiple copies, lab packs, or site licenses of software and online
subscriptions should consult with the IT staff to ensure compliance with technical
requirements. Teachers are encouraged to contact department heads or subject area
supervisors to address curricular issues. Newer versions of previously approved software
will only need to have the technical requirements checked by the technician.

Appendix C- K-12 Software and Online Subscription Review Procedures
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Overview

The review procedure shall define the minimum procedure for performing division-wide
and site-based software, freeware for multiple computers, and online subscription
reviews. Before purchase, a thorough review should be conducted and submitted to the
Director of Curriculum, Instruction and Staff Development.

Purpose

This review will be used to inspect new products for possible purchase and subsequent
inclusion on the RCPS approved software and online subscription list. Reviews provide a
timely and objective means for assessing software and online subscriptions for purchase
and use in an educational setting. The review process helps to ensure that educational
software and online subscriptions meet curriculum and technology goals as well as
network requirements. Reviews take the form of written documentation and involve
instructional and technical staff.

Review Procedure — Single Copy

Single-copy software purchases are possible when instructionally necessary. All staff
purchasing single copies under $100.00 should consult Instructional Technology
Resource Teacher to ensure that all instructional and technical considerations have been
addressed. Single copy software may not be installed on multiple computers.

Review Procedure — Multiple Copy, Lab Pack, Site License, and Online Subscription

Schools purchasing multiple copies, lab packs, or site licenses of software and online
subscriptions should consult with the IT staff to ensure compliance with technical
requirements. Teachers are encouraged to contact department heads or subject area
supervisors to address curricular issues. Newer versions of previously approved software
will only need to have the technical requirements checked by the technician.
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1. Instructional personnel shall be able to demonstrate effective use of a computer system
and utilize computer software.

o use the keyboard, mouse, and printer

o use the menus (Student, Teacher, Internet, etc.) on RCPS instructional computers

o launch/use/exit different types of software programs including instructional,
productivity, & application tools

« store, organize, and retrieve data files on a variety of storage devices

« troubleshoot general hardware, software, and networking problems

2. Instructional personnel shall be able to apply knowledge of terms associated with
educational computing and technology.

e operating systems, applications, and utility software

o temporary, permanent, and removable storage (RAM, hard drive, diskettes, zip
drives, CD drives, etc.)

e monitors, scanners, and digital cameras; inkjet, and laser printers

« Vvideo cassette recorders/players, optical disc players, and computer presentation
devices

« networking terms including ethernet, phonenet, server

3. Instructional personnel shall be able to apply computer productivity tools for
professional use.

e use software tools to assist with classroom and administrative tasks

o use software tools to design, customize, or individualize instructional materials

e use software to enhance communication with students, parents, and community

e use telecommunications (Internet & e-mail) to collaborate and find resource
materials

4. Instructional personnel shall be able to use electronic technologies to access and
exchange information.

e use the RCPS e-mail system

o use resources found on the RCPS web site and other web sites

« retrieve and/or download information found on web sites

e use search strategies to retrieve electronic information (electronic encyclopedias,
the Internet, etc.

5. Instructional personnel shall be able to identify, locate, evaluate, and use appropriate

instructional hardware and software to support Virginia's Standards of Learning and other
instructional objectives.
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« understand types, characteristics, sources, & uses of effective instructional
software and other technology-based learning resources

e use tools of technology including, but not limited to, computers, modems,
networks, printers, large-group presentation devices, scanners, digital cameras,
camcorders, video cassette recorders, optical disc players, etc.

6. Instructional personnel shall be able to use educational technologies for data collection,
information management, problem solving, decision making, communication, and
presentation within the curriculum.

e incorporate word processing, spreadsheet, or database software in instruction

e incorporate telecommunications as a component of instruction

e use a presentation and/or authoring program to present a lesson or develop
instructional materials

7. Instructional personnel shall be able to plan and implement lessons and strategies that
integrate technology to meet the diverse needs of learners in a variety of educational
settings.

« utilize technology to facilitate assessment & student centered instruction as
determined by the discipline and/or grade level taught

« use multimedia, hypermedia, and telecommunications software to support
individual and/or small group instruction

« as teaching assignments dictate, utilize and/or understand resources available
concerning adaptive technology

« use technology effectively in various educational settings, e.g., one computer in a
classroom, class-size computer lab, computers in classroom clusters or mini labs

« effectively utilize the school's automated library media center

8. Instructional personnel shall demonstrate knowledge of ethical and legal issues relating
to the use of technology.

o understand the RCPS Acceptable Use Policy
« understand copyright laws and responsible uses of technology
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All use of the school division’s computer system shall be consistent with the School
Board’s goal of promoting educational excellence by facilitating resource sharing,
innovation and communication. The term computer system includes hardware, software,
data communication lines and devices, terminals, printers, CD-ROM devices, servers,
mainframe and personal computers, and internet and any other

internal or external network. (Taken from RCPS Policy IIBEA-R)

Terms and Conditions for Use

Acceptable Use: Access to the division’s computer system shall be (1) for the purpose of
education or research and be consistent with the educational objectives of the division or
(2) for legitimate school business.

Privilege: The use of the division’s computer system is a privilege, not a right.

Liability: The School Board makes no warranties for the computer system it provides.
The School Board shall not be responsible for any damages to the user from the use of
the computer system, including the loss of data, non-delivery or missed delivery of
information, or service interruptions. The School Division denies any responsibility for
the accuracy or quality of information obtained through the computer system. The user
agrees to indemnify the School Board for any losses, costs or damages incurred by the
School Board relating to or arising out of any violation of these procedures.

Electronic Mail: The school division’s electronic mail system is owned and controlled by
the school division. The school division may provide electronic mail to aid students and
staff in fulfilling their duties and as an educational tool. Electronic mail is not private.
Users shall be personally liable for the content of any electronic message they create.

Internet Safety: K-12 students and staff are required to participate in and successfully
complete internet safety training annually.

Network Use: The following uses of school-provided computer networks including
Internet access are not permitted unless authorized by the Rappahannock County Public
Schools Technology Department:

(1) To access the school division computer network with privately owned laptop
computers

(2) To download or install software on the school division’s computers

Violation of the Acceptable Use Policy may result in loss of computer system privileges,
disciplinary action, and or possible legal action.

In order to access the school division computer network, each employee, student and
parent/guardian of each student are required to read the Acceptable Computer Use Policy,
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sign and return a signature page. If you have any questions about this document, please
contact your supervisor or your child’s principal.

Code of Ethics

Users of technology are responsible for appropriate behavior on school computer
networks just as they are in a classroom or a school library. General school rules for
behavior and communications apply; consequences for inappropriate behavior also apply.
Access to these electronic resources is provided in order for students and staff to conduct
educational activities. Technology users are expected to act in a considerate and
responsible manner. All users of technology will be informed of expectations and
responsibilities related to computers prior to gaining access, as indicated in the staff and
student handbooks. Technology users are expected to abide by the following:

1. Use school facilities and equipment only for school-related, educational activities. This
includes but is not limited to the use of the Internet, e-mail, school networks, and other
electronic and online resources.

2. Be courteous and use appropriate language. Do not harass or attack others, or use
expressions of bigotry, racism, and/or hate. Do not send, display, search, or use profanity,
obscenities, sexually explicit or offensive materials.

3. Users protect privacy and safety by not disclosing such personal information as names,
home, school or work addresses, telephone numbers, passwords, or personally
identifiable

information about themselves or others. Use only assigned passwords. The use of others’
passwords is forbidden.

4. Recognize and respect the intellectual property of others, for example, do not tamper
with,
copy, download, or upload files without permission.

5. Adhere to federal copyright laws and publishers’ licensing agreements.

6. Respect the integrity of the network system. Do not attempt to circumvent or subvert
system

security measures. Do not tamper or alter the system in such a way that would disrupt the
network.

7. Report suspected computer viruses or other problems immediately to classroom
teacher,

supervisor or system administrator so that action can be taken and damage can be
minimized.

8. Use equipment responsibly. Do not damage hardware, software, electronic systems or
networks.
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9. Conserve resources including but not limited to file storage space, bandwidth, online
time, toner, and paper.

10. Do not use the computer system to sell merchandise, operate a business or for
personal gain.

*Please return this form to your child’s homeroom teacher.

PRINTED Student Name:

Homeroom Teacher:

In order to access the school division computer network, each employee, student and
parent/guardian of each student are required to read the Acceptable Computer Use Policy,
sign and return the signature page. If you have any questions about this document, please
contact your child’s principal.

Signing this agreement allows your child to use the school division’s computer network.
| understand and agree to abide by the school division’s Acceptable Computer Use
policy. | understand that the division may access and monitor my use of the computer
system, including my use of the internet, email and downloaded material, without prior
notice to me. | further understand that should I violate the policy, my computer system
privileges may be revoked and disciplinary action and/or legal action may be taken
against me.

Student Signature Date

| have read this agreement. | understand that access to the computer system is intended
for educational purposes and the school division has taken precautions to eliminate in
appropriate material. 1 also recognize, however, that it is impossible for the division to
restrict access to all inappropriate material and | will not hold the school division
responsible for the information acquired on the computer system. | have discussed the
terms of the agreement with my child.

| grant permission for my child to use the computer system and for the school division to
issue an account for him/her.
Parent/Guardian Signature Date

RAPPAHANNOCK COUNTY PUBLIC SCHOOLS

IIBEA-E2/GAB-E2

For Employees

In order to access the school division computer network, each employee, student and
parent/guardian of each student are required to read the Acceptable Computer Use Policy,
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sign and return the signature page. If you have any questions about this document, please
contact your supervisor.

Signing this agreement allows you to use the school division’s computer network.

I understand and agree to abide by the school division’s Acceptable Computer Use
policy. | understand that the division may access and monitor my use of the computer
system, including my use of the internet, email and downloaded material, without prior
notice to me. | further understand that should I violate the policy, my computer system
privileges may be revoked and disciplinary action and/or legal action may be taken
against me.

Employee Signature Date

PRINTED Name:

| have read this agreement. | understand that access to the computer system is intended
for educational purposes and the school division has taken precautions to eliminate in
appropriate material. | also recognize, however, that it is impossible for the division to
restrict access to all inappropriate material and | will not hold the school division
responsible for the information acquired on the computer system.

File: IBEA/GAB

ACCEPTABLE COMPUTER SYSTEM USE

The School Board provides a computer system, including the internet, to promote
educational excellence by facilitating resource sharing, innovation and communication.
The term computer system includes hardware, software, data, communication lines and
devices, terminals, printers, CD-ROM devices, tape drives, servers, mainframe and
personal computers, the internet and other internal or external networks.

All use of the Division’s computer system must be:

(1) in support of education and/or research

(2) for legitimate school business. Use of the computer system is a privilege, not a right.
Any communication or material used on the computer system, including electronic
mail or other files deleted from a user’s account, may be monitored or read by school
officials.

The Division Superintendent shall establish administrative procedures, for the School
Board’s approval, containing the appropriate uses, ethics and protocol for the computer

system.

The procedures shall include:
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(1) a prohibition against use by division employees and students of the division’s
computer equipment and communications services for sending, receiving, viewing
or downloading illegal material via the Internet

(2) provisions, including the selection and operation of a technology protection
measure for the division’s computers having Internet access to filter or block
Internet access through such computers, that seek to prevent access to

(a) child pornography as set out in Va. Code § 18.2-374.1:1 or as defined in 18
U.S.C.8 2256

(b) obscenity as defined by Va. Code § 18.2-372 or 18 U.S.C. § 1460

(c) material that the school division deems to be harmful to juveniles as defined in
Va.Code § 18.2-390, material that is harmful to minors as defined in 47 U.S.C.
8 254(h) (7) (G), and material that is otherwise inappropriate for minors

(3) provisions establishing that the technology protection measure is enforced during
any use of the Division’s computers by minors

(4) provisions establishing that the online activities of minors will be monitored

(5) provisions designed to educate students about appropriate online behavior,
including interacting with other individuals on social networking websites and in
chat rooms and cyberbullying awareness and response

(6) provisions designed to prevent unauthorized online access by minors, including
“hacking” and other unlawful activities by minors online

(7) provisions prohibiting the unauthorized disclosure, use, and dissemination of
personal information regarding minors;

(8) a component on Internet safety for students that is integrated in the divisions
instructional program.

Use of the School Division’s computer system shall be consistent with the educational
instructional mission or administrative function of the Division as well as the varied
instructional needs, learning styles, abilities and developmental levels of students. The
Division’s computer system is not a public forum. Each teacher, administrator, student
and parent/guardian of each student shall sign the Acceptable Computer System Use
Agreement, GAB-E1/IIBEA-E2, before using the Division’s computer system. The
failure of any student, teacher or administrator to follow the terms of the Agreement, this
policy or accompanying regulation may result in loss of computer system privileges,
disciplinary action, and/or appropriate legal action.
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The School Board is not responsible for any information that may be lost, damaged or
unavailable when using the computer system or for any information retrieved via the
Internet. Furthermore, the School Board will not be responsible for any unauthorized
charges or fees resulting from access to the computer system.

The Division Superintendent shall submit to the Virginia Department of Education this
policy and accompanying regulation biennially.

Adopted: October 13, 1998

Reviewed: April 13, 1999

Revised: 8/8/99, 7/10/01, 10/9/01, 6/14/05, 10/10/06, 11/10/09

Legal Refs: 18 U.S.C. 88§ 1460, 2256.

47 U.S.C. § 254.

Code of Virginia, 1950, as amended, 88 18.2-372, 18.2-374.1:1, 18.2-390, 22.1-
70.2, and 22.1-78.

Cross Refs.: GCPD Professional Staff Members: Contract Status and Discipline
GDPD Support Staff Members: Contract Status and Discipline

JFC Student Conduct

JFC-R Standards of Student Conduct
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Appendix E- Internet Safety Policy

The implementation of an internet safety program at RCPS included professional
development for all district teachers to train them on the importance of internet safety.
Teachers will trained to incorporate internet safety into their daily lesson plans.

An evaluation of the program indicated that RCPS was meeting the criteria set by
the Virginia Department of Education. Students participate monthly in anti-bullying
activities which include cyber bullying. A RCPS webpage is dedicated to internet safety:

https://sites.google.com/a/rappahannockschools.us/rappahannocks-county-public-
schools-instructional-technology/internet-safety

The following will be implemented for the 2025-2030 RCPS Technology Plan

Monitoring: The teacher or staff member supervising the child has the primary
responsibility of monitoring the Internet for student safety and appropriate use. They
should not allow students to go to off-topic sites or download or install anything from the
internet. Students are prohibited from using a computer without direct supervision of a
teacher or staff member.

Responsibility: Each student user and his/her parent/guardian must have signed the
Computer Acceptable Use Policy. Each user must take responsibility for his or her use of
the computer network and Internet and avoid inappropriate sites. If a student finds that
other student users are visiting offensive or harmful sites or misusing network resources,
he/she should report such use to the supervising staff member.

All staff is responsible for monitoring what sites the students are viewing while using the
computer.

Identification of Students on the Web: Student work published on the web by children
under age 18 will not be identified by his/her last name.

Privileges: Use of the RCPS computer network and the Internet is a privilege, not a right
and are for Educational Purposes Only.

Internet Safety K-12:
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Acceptable Use:

Each student must sign the acceptable use policy at the beginning of the school year.
Lists are compiled by high school librarian and Elementary School computer teacher of
all students who have signed acceptable use forms. Lists are accessible to all staff
members to ensure that only students who have signed the acceptable use form will use
Rappahannock County Public School Computers. All staff is required to sign the
acceptable use form to begin each new school year.

The code of conduct for each school outlines the consequences for misuse of computer or
technology equipment.

All students K-12 review the acceptable use policy with their teachers to begin the school
year. Posters with the acceptable use policy are posted in the computer labs in both
schools to remind all of the agreement that was signed.

Parents and Community:

Parents receive a brochure on Internet safety in their child’s back to school packet.

Links to aid parents and community members, teachers and students with internet safety
education are posted on the website of each school under the ITRT tab.

Internet safety tips are distributed to parents and community through district newsletter or
superintendent’s press releases.

Classrooms:

Teachers are required to model appropriate copyright procedure for the students. For
example: pictures in their PowerPoints or handouts have the source for the image written
underneath to give credit to the source.

K-7 students review internet safety every year in computer class with their teachers.
Grades 8-12 integrate internet safety into the English curriculum.

In addition there are several targeted grade levels that receive additional instruction.

All students in grades K-12 receive internet instruction from the computer lab instructor
and classroom teachers.

High school librarians at each school work with staff to help teach students the rules of
fair use, copyright, and citing sources.

Roles and Responsibilities’ Internet Safety

Administrators e Oversight of internet safety and acceptable use,
e discipline for policy violations,
e respond to cyber bullying claims,
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make sure teachers are monitoring students’ use of
school computers and other technologies and
covering internet safety skills in their lessons as
needed

follow up on internet safety integration lessons at
end of year evaluation

Teachers

report all claims of cyber bullying

monitor student internet and other
computer/technology use

report AUP violations to administrators

include internet safety concepts into curriculum
provide technology learning opportunities
appropriate to student level

lock door of rooms containing computers unless the
teacher is present

Model appropriate use of technology and
implement consequences when used in
appropriately

Counselors

Provide guidance regarding right and wrong use of
internet

Report student concerns of bullying and
inappropriate sexual material

Conduct training and keep up to date with regard to
internet safety and cyber bullying.

Instructional
Technology Resource
Teachers

Work with teachers to share internet safety
information in classrooms

Model lessons for classrooms for teachers and
students

Provide lessons and resources

Library Media
Specialists

Provide instruction for safe online searches and
evaluating online resources

Enforce strict computer policies in the media center
Update staff on copyright and fair use guidelines
Presentation/Demonstration in English classes on
copyright and fair use

Resource Officers

Teach internet safety in DARE
Support administration with discipline
Talk with students about internet safety

Students

Follow rules set forth by Acceptable Use
Agreement
Become responsible technology users
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Appendix F- RCPS Computer Repair Pricing

Rappahannock County Public Schools
Computer Repair Pricing Regulation (2025-
2026)

Purpose

To provide clear, equitable guidelines for the care, repair, and replacement of student-
issued technology devices. This policy supports RCPS’s Tier 1 designation by offering
reduced costs for families receiving financial assistance, ensuring that all students have
access to the tools they need to succeed.

1. Devices Covered

The following school-issued devices are included under this policy:

® Chromebook
® iPad (with or without keyboard)
® Laptop (MacBook or Windows, if applicable)

® Chargers and accessories
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2. Repair Pricing

Type of Repair Cost (Standard) Cost (Free/Reduced
Lunch)
First mechanical repair (not Free Free
negligence)
Second mechanical repair $25 $10
Accidental damage (e.g., cracked $50 $20
screen)
Charger replacement (first incident) | $10 $5
Charger replacement (repeat) $10 $5
Keyboard / Trackpad repair $40 $15

Lost or stolen device

See Replacement Cost
Table*

50% of Replacement Cost*

* If the device is reported stolen with a police or school resource officer report, the
replacement fee may be waived at administrative discretion.
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3. Replacement Cost (Based on Device Age)

Device Age | Standard Replacement Cost | Free/Reduced Lunch
Year 1 $250 (actual cost) $125

Year 2 $200 $100

Year 3 $100 $50

Year 4+ $50 $25

Replacement costs are based on the age of the device and reflect depreciation.

4. Negligence or Intentional Damage

Incident Type

Standard Cost

Free/Reduced Cost

First incident of negligence

$50

$25

Additional incidents

Full repair/replacement cost

50% of actual cost

Intentional damage may result in full repair cost and disciplinary action.
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5. Repair Process
® Devices needing repair must be turned in to the school’s technology support team.
@ Arepair ticket will be issued and reviewed.
® Parents/guardians will be notified of any charges.

® Repairs will be completed in a timely manner to minimize learning disruption.

6. Appeals and Financial Hardship
Families experiencing financial hardship may request a charge reduction or waiver. All

appeals will be reviewed by school administration and the Executive Director of
Administrative Services.

7. Parent Communication & Fee Collection
® Notification: Parents/guardians will be contacted by school administration via
phone and/or email when a charge is assessed. A printed notice may also be sent

home.

® Payment Timeline: Charges are expected to be paid within 30 days of notification.
Flexible payment plans may be arranged as needed.

® Unpaid Fees: If fees remain unpaid:
© Students may temporarily lose access to loaner or replacement devices.
©  Seniors may be prohibited from participating in certain end-of-year
activities such as prom, senior trips, or walking at graduation until the

balance is resolved.

© Report cards and transcripts may be held in accordance with school policy.
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RCPS will make every effort to work with families in good faith to resolve balances while
preserving the student’s learning experience.

8. Annual Review

This policy will be evaluated and updated annually to ensure fairness, fiscal responsibility,
and alignment with RCPS’s mission to support all learners.
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