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Executive Summary
Utilizing technology to its fullest potential is an integral component of our overall school
division vision. The use of technology is not an isolated issue; rather it is an integral part of our
long and short term strategic planning process. Instructional and managerial technology goals
are included in our school division strategic plan.

Planning for technology has been ongoing with periodic review by the Technology Advisory
Committee. The committee is composed of teachers, parents, instructional assistants, and
administrators from the elementary, high school and division office level. The committee has a
process in place for obtaining staff input and to gather information and discuss needs for the
upcoming budget cycle and beyond. Based on those discussions, as well as ongoing staff input,
the current plan has been developed. It contains input from teachers, parents, instructional
assistants and administrators, and technology staff.

School librarians, classroom teachers, IT staff, and building administrators worked in small
groups to formulate plan ideas. Once created, the ideas were taken back to the division Level
Technology Advisory committee. After the ideas were reviewed and revised to meet the larger
group’s specifications, the revised portion was sent to both schools for an all staff review. Staff
member comments were collected, reviewed and presented to the division level technology
advisory committee.

In order to effectively integrate technology that supports instruction and learning, equipment and
staff training must be in place. In addition individual teachers receive tuition assistance for
technology course work. Our vision is that Rappahannock County Public Schools will
seamlessly integrate technology to empower students with appropriate 21st century technology
skills. We strive to accomplish this by . ..

e Integrating technology into daily teaching and by creating new and different
learning experiences for the students.

e Providing equitable access to current technology resources to all staff and
students.

e Establishing management systems that facilitate efficient school operations
(including but not limited to student records, personnel records, attendance,
discipline, library, e-mail, financial accounting, and cafeteria procedures).

e Establishing a technology planning process that continually assesses the
effectiveness of technology use in our schools.

e Implementing a training program that improves the technological literacy of all
staff to develop a community of teachers as learners.

e Maintaining a reliable network capable of supporting current technology in the
classroom and expanding for future technology.

e Implementing technology-based formative assessments that document growth in
content knowledge and skills development.
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This plan, once approved, will be available to principals, staff, parents, and students and placed
in school libraries. The plan will be posted on the school website in order to make it available to
parents and community members. Staff members will be notified of the completion and location
of the updated document. It will be utilized by the technology committee and revisited during
each quarterly meeting. Progress will be discussed regularly at administrative team meetings.

See attached forms for school division acceptable use policy.
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Technology Advisory Committee Membership

Ben Temple, RCES Principal
Dawn Phillips, RCES Principal
Jason Guira, Administrative Intern RCHS
Robin Bolt, Executive Director of Administrative Services
Crystal Smith, Instructional Technology Specialist
Amy Wayland Elementary School Library Media Specialist
Kelley Estes, Elementary Teacher
Keven Brandriff, Community Member
Neshell Stoner, Parent
Aliva Tuel, Student



Technology Mission and Goals

Vision:
Rappahannock County Public Schools will seamlessly integrate technology to empower every
student to reach his or her full potential.

Mission:

Our mission is to provide all students and staff with knowledge of and equitable access to current
technological resources so that they may develop their full potential and promote a culture of
learning, a roadmap for excellence, and the passion and character that leads to each student's
success. The integration and use of technology plays a vital role in the daily learning process in
order for our students to achieve their highest academic learning potential.
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Enhance Personalized, Equitable Student Learning Experiences with Technology

Goal:

Promote and support student personalized, deeper learning experiences to demonstrate
workplace readiness by creatively solving complex problems, thinking critically, collaborating,
communicating and demonstrating responsible citizenship.

Resources/Partnerships:
Institutions of higher education, educational stakeholder groups, professional organizations,
business and industry groups, and local school divisions

Results (What do we want to
accomplish?)

Indicators (What evidence
will exist of completion?)

Action
taken?)

(What action will be

Students will develop
deeper learning skills
by leveraging
technology as a
resource or tool.

Educators will
leverage current and
emerging
technologies to
increase opportunities
for students to follow
personalized learning
pathways.

Students will apply
technology effectively
to support the
construction and
application of content
knowledge and skills.

Students will
demonstrate mastery
in a variety of ways,
including the use of
technology through
the creation of digital
artifacts.

Educators will expose
all students to career
and college

Technology
Integration survey to
analyze technology
based resources used
by students and
innovative learning
experiences such as,
but not limited to
blended learning,
project-based
learning, and
personalized learning.

Collect information
on the number of
students enrolled in
advanced coursework
(e.g., dual enrollment,
AP, IB) internships,
and mentorships or
receiving industry
certifications.

Create a STREAM lab
at RCES

Create a MAKERS
lab at RCHS
Replacement of
SMART boards with
interactive monitors
Research, vet, and
develop digital
resources for division
to assist in providing
innovative,
personalized and
deeper learning
experiences for all
students.

Develop and revise
existing policy and
guidance documents
to support innovative
learning experiences.
Work collaboratively
with teacher and
technology
stakeholders to create
instructional
resources, including
local alternative
assessments, which
can be used by all
educators across the
state to support
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Results (What do we want to
accomplish?)

Indicators (What evidence
will exist of completion?)

Action (What action will be
taken?)

opportunities
including those in the
technical fields to
promote workplace
and college readiness
through advanced
coursework,
mentorships and
internships.

innovative learning
experiences.

e Provide virtual
learning tools that
deliver multiple
pathways for learning
through blended and
fully online models in
ways that increase
quality of education
and equity for
students.

e Promote in-school and
out-of-school
technology-based
learning opportunities
(such as pursuit of
industry certifications,
professional licenses,
and dual enrollment
courses) along with
career exploration,
exposure, and
planning
opportunities.

e Provide technology
and computer science
cross-curricular
connections starting in
the elementary grades
and across all
disciplines to promote
meaningful, real
world applications of
knowledge and skills
and promote deeper
learning opportunities
aligned to the Virginia
Standards of
Learning.

e Prepare our students
for a participatory
culture by providing
resources related to
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Results (What do we want to
accomplish?)

Indicators (What evidence
will exist of completion?)

Action (What action will be
taken?)

Internet safety, digital
citizenship skills, and
student awareness of
and skills for personal
and data privacy (as
specified by the Code
of Virginia § 22.1-
70.20).
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Goal:

Support Innovative Professional Learning with Technology

Promote and support current and emerging technology-based resources that support educators in
developing and employing innovative strategies and practices to support student-centric learning
models to increase quality of education and equity for students.

Resources/Partnerships:
Institutions of higher education, educational stakeholder groups, professional organizations,
business and industry groups, and local school divisions

Results (What do we want to
accomplish?)

Indicators (What evidence
will exist of completion?)

Action (What action will be

taken?)

Educators support
personalized, deeper
learning experiences
that are enhanced
through appropriate
and meaningful
technology
integration.

Through the use of
technology supports
(e.g., learning and/or
content management
systems, student
information systems,
and adaptive
technologies)
educators will monitor
students’ progress to
personalize learning
and inform
instructional practices.

Educators utilize the
instructional
technology resource
teacher model to
support student
engagement through

Types and numbers of
professional learning
opportunities are
documented and
recorded.

Number of
professional online
courses and resources
offered to educators
and number of
participant
completers.

Collect information
on the number of
students enrolled in
advanced coursework
(e.g., dual enrollment,
AP) internships, and
mentorships or
receiving industry
certifications.

ITRT and Technology
Teacher leader will
provide teacher
requested technology
professional
development.
Teachers and staff
will be encouraged to
attend technology
conferences, such as
VISTE.

Provide meaningful
and useful
professional
development on the
best instructional
practices utilizing the
STREAM lab
Develop and revise
existing policy and
guidance documents
to support innovative
learning experiences.
Work collaboratively
with teacher and
technology
stakeholders to create
instructional resources
that can be used by
educators to support
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Results (What do we want to
accomplish?)

Indicators (What evidence
will exist of completion?)

Action (What action will be
taken?)

technology in the
classroom.

e Educators understand
how to enhance
performance-based
and alternative
assessments through
the intentional
integration of
technology.

innovative learning
experiences.

e Revise the
Technology Standards
for Instructional
Personnel to support
the recruitment,
development, and
retention of
knowledgeable and
skilled teachers and
school leaders.

e Promote the use of
micro-credentialing to
provide avenues
teachers can use to
pursue individual
professional goals in
the integration of
technology in teaching
and learning.

e Promote in-school and
out-of-school
technology-based
learning opportunities
(such as pursuit of
industry certifications,
professional licenses,
and dual enrollment
courses) along with
career exploration,
exposure, and
planning
opportunities.

e Support instruction in
the development of
rubrics and other
evaluation tools for
use with performance-
based assessment that
integrate technology.

e Coordinate and
collaborate
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Results (What do we want to
accomplish?)

Indicators (What evidence
will exist of completion?)

Action (What action will be
taken?)

partnerships with
professional
organizations and
local school divisions
to align agency
professional learning
goals to ensure
targeted and strategic
professional learning
experiences in the
area of instructional
technology for
teachers statewide.

12| Page




Goal:

Create Cultures of Change through Innovative Leadership Practices

Promote leadership that supports deeper learning experiences for students and innovative
instructional practices by educators through the use of technology.

Resources/Partnerships:
Institutions of higher education, educational stakeholder groups, professional organizations,
business and industry groups, and local school divisions

Results (What do we want to
accomplish?)

Indicators (What evidence
will exist of completion?)

Action
taken?)

(What action will be

Educational leaders
develop a vision for
teaching and learning
that includes the
appropriate use of
technology.

Educational leaders
are able to
communicate and
guide the
implementation of
division and school
goals for teaching and
learning that integrate
technology and
promote innovation.

Educational leaders
model tolerance for
risk and
experimentation and
create a culture of
trust and innovation.

Educational leaders
support, secure and
advocate for resources
to sustain technology
initiatives and goals
including those

Types and numbers of
professional learning
opportunities are
documented and
recorded.

Number of
professional online
courses and resources
offered to educators
and number of
participant
completers.

Current and emerging
technology-based
resources used by
leaders and schools,
indicated by the
Technology Usage
Survey responses.

Provide guidelines for
qualifications and
hiring practices for all
school leadership
positions that reflect
the need to have a
deep understanding of
the use of technology
in learning and school
operations.
Implement the
position of teacher
technology leader
Provide opportunities
(e.g. pilot projects,
requirement waivers,
resources, etc.), within
or between school
divisions to
implement and
evaluate new
technologies and
instructional
approaches.

Provide
communication on the
continued Board of
Education work in
support of the Profile
of a Virginia
Graduate,
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Results (What do we want to
accomplish?)

Indicators (What evidence
will exist of completion?)

Action (What action will be

designed to support
personalized learning
environments.

e Educational Leaders
promote the use of a
variety of innovative
instructional strategies
and practices
developed with
current and emerging
technology-based
resources to support
the innovative
instructional
approaches in the
classroom.

e Educational leaders
possess the capability
to efficiently and
effectively use
technology in the
performance of job
duties (data-driven
decision making,
educator evaluations,
communications, and
more).

e Technology is
included in technical
assistance and school
improvement
resources provided by
to educational leaders
based upon school and
school division needs.

Accreditation Matrix,
and the College,
Career, and Civic
Readiness Index.
Promote and provide
professional learning
opportunities
regarding educational
technology leadership,
research, and
innovations in
education.

Promote the effective
and efficient use of
Instructional
Technology Resource
Teachers.
Collaborate with other
organizations to
provide opportunities
for leaders to meet,
collaborate, and share
ideas, resources, and
effective practices,
and to promote
professional learning
networks through
social networking
tools.

Support the role of
technology in the
school division to
collect, monitor, and
report achievement to
inform practices
surrounding
continuous
improvement efforts.
Provide funds for a
Technology Teacher
Leader
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Secure and Robust Infrastructure

Goal:

Promote and support a secure and robust technology infrastructure to support access, adequacy,

and equity.

Resources/Partnerships:

Institutions of higher education, educational stakeholder groups, professional organizations,
business and industry groups, and local school divisions

Results (What do we want to
accomplish?)

Indicators (What evidence
will exist of completion?)

Action (What action will be
taken?)

e Students, educators,
and leaders have
equitable access to
secure and robust
networks that provide
high quality, reliable
access to the Internet
and other networks.

e Schools and school
divisions use best
practices that comply
with federal, state, and
industry guidelines
and recommendations
to minimize network
threats and
vulnerabilities and
protect educational
data.

e Students, educators,
and leaders have
equitable access to
computing devices
and other digital
resources, including
assistive technologies.

Increased reporting of
equitable and
continuous access to
secure and reliable
networks by students,
educators, and leaders

e Promote equitable
access to high quality,
effective learning
environments for all
students by supporting
efforts to reduce
barriers to technology
access.

e Provide and maintain
a 1to 1 computer
program

e Provide technical
assistance such as
network standards,
recommendations, and
other information
available from various
stakeholder
organizations that
provide guidance on
interoperability,
broadband, and
network capabilities.

e Promote the continual
expansion of
broadband capability
to support digital
learning and
innovative education
using guidance
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Results (What do we want to
accomplish?)

Indicators (What evidence
will exist of completion?)

Action (What action will be
taken?)

e School divisions have
access to technical and
human resources that
enable the effective
evaluation of
infrastructure costs
and other
considerations
necessary for high
quality and reliable
access to the Internet
and other networks
used by students,
educators, and leaders
in innovative way.

provided by relevant
stakeholder
organizations.

e Promote local
participation in federal
(such as e-Rate) and
state (such as the
Virginia Public School
Authority) programs
to maximize resources
available to students,
educators, and school
leaders.

e Provide assistance to
the school division on
the evaluation of
infrastructure costs
related to broadband
to ensure equity;
encourage cooperative
purchase agreements
when appropriate.

e Provide assistance to
school board members
and leaders on the
development plans
that balance safety and
security issues while
allowing for
instructional
innovation.

e Provide evaluation
criteria and standards
that allow schools to
make informed
purchases of
computing devices
and other digital
resources, including
assistive technologies.

e Ensure that assistive
technology services
and devices are
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Results (What do we want to
accomplish?)

Indicators (What evidence
will exist of completion?)

Action (What action will be

implemented in
accordance with the
Individuals with
Disabilities Education
Act (IDEA).

Provide guidance on
the efficient use of the
technical support
personnel required in
the Standards of
Quality (§ 22.1-
253.13:2. Standard 2.
Instructional
administrative, and
support personnel —
see J).

Require that all
electronic and
information
technologies
developed by
Rappahannock County
schools must be
accessible to people
with disabilities based
on Section 508 of the
federal Rehabilitation
Act.

17 |Page



https://law.lis.virginia.gov/vacode/title22.1/chapter13.2/section22.1-253.13:2/
https://law.lis.virginia.gov/vacode/title22.1/chapter13.2/section22.1-253.13:2/
https://law.lis.virginia.gov/vacode/title22.1/chapter13.2/section22.1-253.13:2/
https://law.lis.virginia.gov/vacode/title22.1/chapter13.2/section22.1-253.13:2/
https://law.lis.virginia.gov/vacode/title22.1/chapter13.2/section22.1-253.13:2/

K-12 Software and Online Subscription Review Procedures

Overview

The review procedure shall define the minimum procedure for performing division-wide and
site-based software, freeware for multiple computers, and online subscription reviews. Before
purchase, a thorough review should be conducted and submitted to the Director of Instruction
and the Director of Technology.

Purpose

This review will be used to inspect new products for possible purchase, and subsequent inclusion
on the RCPS approved software and online subscription list. Reviews provide a timely and
objective means for assessing software and online subscriptions for purchase and use in an
educational setting. The review process helps to ensure that educational software and online
subscriptions meet curriculum and technology goals as well as network requirements. Reviews
take the form of written documentation and involve instructional and technical staff.

Review Procedure — Single Copy

Single-copy software purchases are possible when instructionally necessary. All staff purchasing
single copies under $100.00 should consult Instructional Technology Resource Teacher to ensure
that all instructional and technical considerations have been addressed. Single copy software
may not be installed on multiple computers.

Review Procedure — Multiple Copy, Lab Pack, Site License, and Online Subscription

Schools purchasing multiple copies, lab packs, or site licenses of software and online
subscriptions should consult with the IT staff to ensure compliance with technical requirements.
Teachers are encouraged to contact department heads or subject area supervisors to address
curricular issues. Newer versions of previously approved software will only need to have the
technical requirements checked by the technician.
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Rappahannock County Public Schools

Technology Budget 2018-2019

PD Training Instructional
Materials/Supplies
$12,787.50
$6000.00
Hardware VPSA Grant Software/Online Computer/MateriaI
Replacement Content Supplies
$102,000.00
$51,500.00 $21,400.00 $10,750.00
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Technology Standards for Instructional Personnel

1. Instructional personnel shall be able to demonstrate effective use of a computer system
and utilize computer software.

o use the keyboard, mouse, and printer

o use the menus (Student, Teacher, Internet, etc.) on RCPS instructional computers

o launch/use/exit different types of software programs including instructional, productivity,
& application tools

« store, organize, and retrieve data files on a variety of storage devices

« troubleshoot general hardware, software, and networking problems

2. Instructional personnel shall be able to apply knowledge of terms associated with
educational computing and technology.

e operating systems, applications, and utility software

« temporary, permanent, and removable storage (RAM, hard drive,zip drives, CD drives,
etc.)

e monitors, scanners, and digital cameras; inkjet, and laser printers

e networking terms including ethernet, phonenet, server

3. Instructional personnel shall be able to apply computer productivity tools for
professional use.

e use software tools to assist with classroom and administrative tasks

e use software tools to design, customize, or individualize instructional materials

e use software to enhance communication with students, parents, and community

o use telecommunications (Internet & e-mail) to collaborate and find resource materials

4. Instructional personnel shall be able to use electronic technologies to access and
exchange information.

e use the RCPS e-mail system

e use resources found on the RCPS web site, and other web sites

« retrieve and/or download information found on web sites

e Uuse search strategies to retrieve electronic information (electronic encyclopedias, the
Internet, etc.

5. Instructional personnel shall be able to identify, locate, evaluate, and use appropriate
instructional hardware and software to support Virginia's Standards of Learning and
other instructional objectives.

e understand types, characteristics, sources, & uses of effective instructional software and
other technology-based learning resources

e use tools of technology including, but not limited to, computers, modems, networks,
printers, large-group presentation devices, scanners, digital cameras, etc.
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6. Instructional personnel shall be able to use educational technologies for data collection,
information management, problem solving, decision making, communication, and
presentation within the curriculum.

e incorporate word processing, spreadsheet, or database software in instruction

e incorporate telecommunications as a component of instruction

e Use a presentation and/or authoring program to present a lesson or develop instructional
materials

7. Instructional personnel shall be able to plan and implement lessons and strategies that
integrate technology to meet the diverse needs of learners in a variety of educational
settings.

« utilize technology to facilitate assessment & student centered instruction as determined
by the discipline and/or grade level taught

o use multimedia, hypermedia, and telecommunications software to support individual
and/or small group instruction

e as teaching assignments dictate, utilize and/or understand resources available concerning
adaptive technology

o use technology effectively in various educational settings, e.g., one computer in a
classroom, class-size computer lab, computers in classroom clusters or mini labs

« effectively utilize the school's automated library media center

8. Instructional personnel shall demonstrate knowledge of ethical and legal issues relating
to the use of technology.

o understand the RCPS Acceptable Use Policy
« understand copyright laws and responsible uses of technology
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Technology Standards of Learning
Kindergarten

The kindergarten standards emphasize developing awareness of computing and computing
devices by gathering and organizing data, by sorting or step-by-step. Students will use accurate
terminology to identify components and describe their purposes. Students will also be
introduced to communication, security, and responsible computing behaviors. The use of
technology will be an integral part of the successful acquisition of skills in all content areas.

Algorithms and Programming

K.1

K.2

K.3

K.4

The student will construct sets of step-by-step instructions (algorithms) either
independently or collaboratively including sequencing, emphasizing the beginning,
middle, and end. [Related SOL: Math K.13]

The student will construct programs to accomplish tasks as a means of creative
expression using a block based programming language or unplugged activities, either
independently or collaboratively, including sequencing, emphasizing the beginning,
middle, and end.

The student will create a design document to illustrate thoughts, ideas, and stories in a
sequential (step-by-step) manner (e.g., story map, storyboard, and sequential graphic
organizer).

The student will categorize a group of items based on one attribute or the action of each
item, with or without a computing device. [Related SOL: Math K.12, Science K.1d]

Computing Systems

K.5  The student will identify components of computing systems (e.g., keyboard, mouse,
desktop computer, laptop computer, tablet, and printer).

K.6  The student will identify, using accurate terminology, simple hardware and software
problems that may occur during use (e.g., app or program is not working as expected, no
sound is coming from a device, device will not turn on).

Cybersecurity

K.7  The student will identify what is allowed and what is not allowed at school when using
technology.

K.8  The student will identify personal information (e.g., address, telephone number, and
name) and the importance of protecting personal information online.

Data and Analysis

K.9  The student will gather and display data and organize it in a chart or graph in order to

answer questions about the data, with or without a computing device. [Related SOL: HSS
K.1c]
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Impacts of Computing
K.10 The student will identify responsible behaviors associated with using information and
technology. [Related SOL: HSS K.10]

Networking and the Internet
K.11 The student will discuss, in a whole class setting, how information can be communicated
electronically (e.g., email, social media).

Grade One

The first grade standards place emphasis on developing organizational skills, such as classifying
based on common attributes, completing a pattern, or explaining processes step-by-step. Students
will use accurate terminology to identify components and describe their purposes. Students will
also be able to describe to communication, security, and responsible computing behaviors. The
use of technology will be an integral part of successful acquisition of skills in all content areas.

Algorithms and Programming

1.1  The student will construct sets of step-by-step instructions (algorithms) either
independently or collaboratively, including
a) sequencing (including ordinal numbers) and;
b) simple loops (patterns and repetition).

1.2 The student will construct programs to accomplish tasks as a means of creative
expression using a block based programming language or unplugged activities, either
independently or collaboratively including
a) sequencing, ordinal numbers; and
b) simple loops (patterns and repetition).

1.3 The student will analyze, correct, and improve (debug) an algorithm that includes
sequencing.

1.4 The student will plan and create a design document to illustrate thoughts, ideas, and
stories in a sequential (step-by-step) manner (e.g., story map, storyboard, sequential
graphic organizer).

1.5  The student will categorize a group of items based on one or two attributes or the actions
of each item, with or without a computing device. [Related SOL: Science 1.1c, Math
1.13]

1.6 The student will acknowledge that materials are created by others (e.g., author,
illustrator).
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Computing Systems

1.7 The student will identify components of computing systems that are common among
different types of computing devices including desktop and laptop computers, tablets, and
mobile phones.

1.8 The student will identify, using accurate terminology, simple hardware and software
problems that may occur during use (e.g., app or program is not working as expected, no
sound is coming from the device, the device won't turn on).

Cybersecurity
1.9 The student will describe what is allowed and what is not allowed at school associated
with the use of technology.

1.10 The student will identify and use strong passwords, explain why strong passwords should
be used (e.g., protect name, address, and telephone number).

Data and Analysis
1.11 The student will identify and interpret data and organize it in a chart or graph in order to
make a prediction, with or without a computing device. [Related SOL: HSS 1.1c]

Impacts of Computing
1.12  The student will identify and explain responsible behaviors associated with using
information and technology. [Related SOL: HSS 1.10]

Networking and the Internet
1.13  The student will, in a whole class environment, discuss how information can be
communicated electronically (e.g., email, social media).

Grade Two

The standards for second grade place an emphasis on creating models of physical objects or
processes to demonstrate relationships. Second grade standards build on students’ skills in
constructing programs and utilizing algorithms. The accurate use of terminology as well as the
responsible use of technology will continue to be built upon. The foundational understanding of
computing and the use of technology will be an integral component of successful acquisition of
skills across content areas.

Algorithms and Programming
2.1  The student will construct sets of step-by-step instructions (algorithms) both
independently and collaboratively
a) using sequencing;
b) using loops (a wide variety of patterns such as repeating patterns or growing patterns);
and,
c) identifying events.
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2.2

2.3

2.4

2.5

2.6

The student will construct programs to accomplish tasks as a means of creative

expression using a block based programming language or unplugged activities, both

independently and collaboratively

a) using sequencing;

b) using loops (a wide variety of patterns, such as repeating patterns or growing patterns);
and

c) identifying events.

The student will analyze, correct, and improve (debug) an algorithm that includes
sequencing and simple loops, with or without a computing device.

The student will plan and create a design document to illustrate thoughts, ideas, and
stories in a sequential (step-by-step) manner (e.g., story map, storyboard, sequential
graphic organizer).

The student will compare and contrast a group of items based on the attributes or actions
of each item, with or without a computing device. [Related SOL: Science.2.1d, Math
2.13]

The student will acknowledge that materials are created by others (e.g., author, illustrator,
and website).

Computing Systems

2.7 The student will describe the characteristics of computing systems to include hardware,
software, input, and output.

2.8 The student will identify, using accurate terminology, simple hardware and software
problems that may occur during use (e.g., app or program not working as expected, no
sound, device won't turn on).

Cybersecurity

2.9  The student will explain what is allowed and what is not allowed at school associated
with the use of technology (e.g., class rules).

2.10  The student will identify and create strong passwords, explain why strong passwords
should be used. (e.g., protect name, address, and telephone number).

Data and Analysis

2.11  The student will construct and analyze data and organize it in a chart or graph in order to
make a prediction, with or without a computing device. [Related SOL: HSS 2.1c]

2.12  The student will create a model of a physical object or process in order to show

relationships with or without a computing device (e.g., water cycle, butterfly life cycle,
seasonal weather patterns).
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Impacts of Computing
2.13  The student will compare and contrast examples of how computing technology has
changed and improved the way people live, work, and interact. [Related SOL: HSS 2.11]

2.14  The student will identify and model responsible behaviors when using information and
technology. [Related SOL: HSS 2.11]

Networking and the Internet
2.15  The students will discuss in partners and as a class how information can be
communicated electronically (e.g., email, social media, video conferencing, blogging).

Grade Three

The standards for third grade place an emphasis on decomposing larger problems and utilizing
the iterative design process to develop a plan to construct and execute programs. Students in
third grade are introduced to using computing systems to model attributes and behaviors
associated with a concept. The accurate use of terminology as well as the responsible use of
technology will continue to be built upon. The foundational understanding of computing and the
use of technology will be an integral component of successful acquisition of skills across content
areas.

Algorithms and Programming
3.1  The student will construct sets of step-by-step instructions (algorithms), both
independently and collaboratively
a) using sequencing;
b) using loops (a wide variety of patterns such as repeating patterns or growing patterns);
and [Related SOL: Math 3.16]
C) using events.

3.2 The student will construct programs to accomplish tasks as a means of creative
expression using a block or text based programming language, both independently and
collaboratively
a) using sequencing;

b) using loops (a wide variety of patterns such as repeating patterns or growing patterns);
and
c) identifying events.

3.3  The student will analyze, correct, and improve (debug) an algorithm that includes
sequencing, events, and loops. [Related SOL areas — Math: Problem Solving, English:
Editing]
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3.4  The student will create a plan as part of the iterative design process, independently and/or
collaboratively using strategies such as pair programming (e.g., storyboard, flowchart,
pseudo-code, story map. [Related SOL: English 3.8c]

3.5  The student will compare and contrast a group of items based on attributes or actions
classified into at least two sets and two subsets. [Related SOL: Science 3.1c]

3.6 The student will break down (decompose) a larger problem into smaller sub-problems,
independently or collaboratively. [Related SOL: Math 3.3b]

3.7 The student will give credit to sources when borrowing or changing ideas (e.g., using
information and pictures created by others, using music created by others, remixing
programming projects). [Related SOL: English 3.10¢e]

Computing Systems
3.8 The student will model how a computing system works including input and output.
[Related SOL: Math 3.16]

3.9  The student will identify, using accurate terminology, simple hardware and software
problems that may occur during use, and apply strategies for solving problems (e.g.,
rebooting the device, checking for power, checking network availability, closing and
reopening an app).

Cybersecurity
3.10 The student will identify problems that relate to inappropriate use of computing devices
and networks.

3.11 The student will create examples of strong passwords, explain why strong passwords
should be used, and demonstrate proper use and protection of personal passwords.

Data and Analysis
3.12 The student will answer questions by using a computer to observe data in order for the
student to draw conclusions and make predictions. [Related SOL: Math 3.15, HSS 3.1d]

3.13 The student will create an artifact using computing systems to model the attributes and
behaviors associated with a concept (e.g., day and night, animal life cycles, plant life
cycles). [Related SOL areas — Math: Models, Science: Moon Phases]

Impacts of Computing
3.14  The student will identify computing technologies that have changed the world and
express how those technologies influence, and are influenced by, cultural practices.

3.15 The student will identify the positive and negative impacts of the pervasiveness of
computers and computing in daily life (e.g., downloading videos and audio files,
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electronic appliances, wireless Internet, mobile computing devices, GPS systems,
wearable computing).

3.16  The student will identify social and ethical issues that relate to computing devices and
networks. [Related SOL: C/T: 6-8.3, HSS 3.11]

Networking and the Internet

3.17  The students will discuss in partners and as a class that information can be transmitted
using computing devices via a network (e.g., email, blogging, video messaging).Grade
Four

The fourth-grade standards place emphasis on constructing programs and utilizing algorithms to
accomplish a task. Students continue to decompose larger problems into smaller tasks. In fourth
grade, students begin to think about the impacts of computing and computing devices. The
accurate use of terminology as well as the responsible use of technology will continue to be built
upon. The foundational understanding of computing and the use of technology will be an integral
component of successful acquisition of skills across content areas.

Algorithms and Programming
4.1  The student will construct sets of step-by-step instructions (algorithms) both
independently and collaboratively
a) using sequencing;
b) using loops;
c) using variables to store and process data; and
d) performing number calculations on variables (e.g., addition, subtraction, multiplication
and division). [Related SOL: Math 4.4, 4.5, 4.6]

4.2 The student will construct programs to accomplish a task as a means of creative
expression using a block or text based programming language, both independently and
collaboratively
a) using sequencing;

b) using loops;

C) using variables; and

d) performing number calculations (e.g., addition, subtraction, multiplication and
division) on variables. [Related SOL: Math 4.4, 4.5, 4.6]

4.3  The student will analyze, correct, and improve (debug) an algorithm that includes
sequencing, events, loops and variables. [Related SOL areas — Math: Problem Solving,
English: Editing]
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4.4  The student will create a plan as part of the iterative design process, both independently
and collaboratively using strategies such as pair programming (e.g., storyboard,
flowchart, pseudo-code, story map). [Related SOL: English: 4.7d, f]

4.5  The student will classify and arrange a group of items based on the attributes or actions.
[Related SOL: Science 4.1.b]

4.6  The student will break down (decompose) a larger problem into smaller sub-problems,
both independently and collaboratively. [Related SOL: Math 4.4d]

4.7  The student will give credit to sources when borrowing or changing ideas (e.g., using
information, pictures created by others, using music created by others, remixing
programming projects). [Related SOL: English 4.9d, e]

Computing Systems
4.8  The student will model how a computing system works including input and output,
processors and sensors.

4.9  The student will identify, using accurate terminology, simple hardware and software
problems that may occur during use, and apply strategies for solving problems (e.g.,
rebooting the device, checking for power, checking for network availability, closing and
reopening an app).

Cybersecurity
4.10 The student will identify and explain problems that relate to inappropriate use of
computing devices and networks.

4.11 The student will create examples of strong passwords, explain why strong passwords
should be used, and demonstrate proper use and protection of personal passwords.

Data and Analysis
4.12  The student will answer questions by using a computer to manipulate data in order for the
student to draw conclusions and make predictions. [Related SOL: Math 4.14]

4.13  The student will create an artifact using computing systems to model the attributes and
behaviors associated with a concept (e.g., solar system). [Related SOL area — Math:
Models]

4.14  The student will use numeric values to represent non-numeric ideas in the computer
(binary, ASCII, pixel attributes such as RGB). [Related SOL: Math 5.19a]
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Impacts of Computing
4.15 The student will give examples of computing technologies that have changed the world
and express how those technologies influence, and are influenced by, cultural practices.

4.16  The student will describe the positive and negative impacts of the pervasiveness of
computers and computing in daily life (e.g., downloading videos and audio files, electronic
appliances, wireless Internet, mobile computing devices, GPS systems, wearable computing).

4.17 The student will describe social and ethical issues that relate to computing devices and
networks. [Related SOL: C/T: 6-8.3]

Networking and the Internet
4.18 The student will identify and explain how information can be transmitted using
computing devices via a network (e.g., email, images, and videos).

Grade Five

The fifth-grade standards place emphasis on constructing programs and utilizing algorithms to
accomplish a task. Students continue to decompose larger problems into smaller tasks and
recognize the impacts of computing and computing devices. Students in fifth grade model how
computing systems work. The accurate use of terminology as well as the responsible use of
technology will continue to be built upon. The foundational understanding of computing and the
use of technology will be an integral component of successful acquisition of skills across content
areas.

Algorithms and Programming
51 The student will construct sets of step-by-step instructions (algorithms) both
independently and collaboratively,
a) using sequencing;
b) using loops; [Related SOL: Math 5.18]
¢) using variables to store and process data; [Related SOL: Math 5.19]
d) performing number calculations on variables (addition, subtraction,
multiplication and division); and [Related SOL: Math 5.5, 5.7]
e) using conditionals (if-statements). [Related SOL: M 5.2, 5.3]

5.2 The student will construct programs to accomplish a task as a means of creative
expression using a block or text based programming language, both independently
and collaboratively

a) using sequencing;

b) using loops;

c) using variables;

d) using mathematical operations (addition, subtraction, multiplication and
division) variable to manipulate a variable; and [Related SOL: Math 5.19]
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e) using conditionals (if-statements).

5.3 The student will analyze, correct, and improve (debug) an algorithm that includes
sequencing, events, loops, conditionals, and variables. [Related SOL areas - Math:
Problem Solving, English: Editing]

54 The student will create a plan as part of the iterative design process, both
independently and collaboratively using strategies such as pair programming (e.qg.,
storyboard, flowchart, pseudo-code, story map). [Related SOL: English 5.7 ¢, d, €]

55 The student will break down (decompose) a larger problem into smaller sub-
problems, both independently and collaboratively. [Related SOL: Math 5.4]

5.6 The student will give credit to sources when borrowing or changing ideas (e.g., using
information, pictures created by others, using music created by others, remixing
programming projects). [Related SOL.: English 5.9d, e]

Computing Systems
5.7 The student will model how a computing system works including input and output,
processors, sensors and storage.

5.8 The student will identify, using accurate terminology, simple hardware and software
problems that may occur during use, and apply strategies for solving problems (e.g.,
rebooting the device, checking for power, checking network availability, closing and
reopening an app).

Cybersecurity
5.9 The student will evaluate and solve problems that relate to inappropriate use of
computing devices and networks.

5.10 The student will determine whether passwords are strong, explain why strong
passwords should be used, and demonstrate proper use and protection of personal
passwords.

Data and Analysis

511 The student will answer a question by using a computer to manipulate data in order
for the student to draw conclusions and make predictions. [Related SOL: Math 5.16,
5.17, VS.1c and j]
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5.12 The student will create an artifact using computing systems to model the attributes
and behaviors associated with a concept (e.g., rocks). [Related SOL area - Math
Models, VS.1c and j]

5.13 The student will use numeric values to represent non-numeric ideas in the computer
(e.g., binary, ASCII, pixel attributes such as RGB). [Related SOL: Math 5.19a]

Impacts of Computing

5.14 The student will give examples and explain how computer science had changed the
world and express how computing technologies influence, and are influenced by,
cultural practices.

5.15 The student will evaluate and describe the positive and negative impacts of the
pervasiveness of computers and computing in daily life (e.g., downloading videos and
audio files, electronic appliances, wireless Internet, mobile computing devices, GPS
systems, wearable computing).

5.16 The student will explain social and ethical issues that relate to computing devices and
networks. [Related SOL: C/T: 6-8.3]

Networking and the Internet
5.17 The student will compare and contrast the difference between a local network and a
worldwide network.

Grade Six

The sixth-grade standards emphasize constructing programs and utilizing algorithms to
accomplish a task. Students continue to decompose larger problems into smaller tasks and
recognize the impacts of computing and computing devices. Students in sixth grade begin to
understand the means of storing data as representations of real world phenomena. The accurate
use of terminology as well as the responsible use of technology will continue to be built upon.
The foundational understanding of computing and the use of technology will be an integral
component of successful acquisition of skills across content areas.
Algorithms and Programming
6.1  The student will construct programs to accomplish a task as a means of creative
expression or scientific exploration using a block based or text based programming
language, both independently and collaboratively,
a) combining control structures such as if-statements and loops; and
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b) creating clearly named variables that represent different data types, including numeric
and non-numeric data, and perform operations on their values. [Related SOL: Math
6.3, 6.6]

6.2  The student will trace programs to predict outcomes and debug (correct and improve) for
correctness.

6.3  The student will seek and incorporate feedback from team members and users to refine a
program that meets user needs.

6.4  The student will incorporate existing code, media, and libraries into original programs,
and give attribution.

Computing Systems
6.5  The student will design projects that combine hardware and software components to
collect and exchange data.

Cybersecurity
6.6  The student will identify physical and digital security measures used protect electronic
information.

Data and Analysis

6.7  The student will explain how binary sequences are used to represent digital data.
Exclusion: Conversions between binary and base-ten numbers are beyond the scope of
these standards.

6.8  The student will collect data using computational tools then clean and organize to make it
more useful and reliable.

6.9  The student will explain the insight and knowledge gained from digitally processed data
by using appropriate visualizations.

6.10 The student will use models and simulations to formulate, refine, and test hypotheses.

Impacts of Computing
6.11 The student will explain how computing has impacted innovations in other fields.

6.12 The student will explore careers related to data. [Related SOL: English 6.6]

Networking and the Internet
6.13  The student will explain why the speed of data transmission across the Internet can vary
depending on the type of data being transmitted.

33| Page



Grade Seven

The seventh-grade standards emphasize constructing programs and utilizing algorithms to
accomplish a task. Students continue to decompose larger problems into smaller tasks and
recognize the impacts of computing and computing devices. Students in seventh grade explore
processing data as well as its transmission over networks. The accurate use of terminology as
well as the responsible use of technology will continue to be built upon. The foundational
understanding of computing and the use of technology will be an integral component of
successful acquisition of skills across content areas.

Algorithms and Programming

7.1 The student will construct programs to accomplish a task as a means of creative
expression or scientific exploration using a block based or text based programming
language, both independently and collaboratively,

a) combining control structures such as if-statements and loops including
compound conditionals; and

b) creating clearly named variables that represent different data types, including
numeric and non-numeric data, and perform operations on their values.
[Related SOL: Math 7.1, 7.2]

7.2 The student will document programs to make them easier to follow, test, and debug.

7.3 The student will distribute tasks and maintain a project timeline when collaboratively
developing computational artifacts.

7.4 The student will decompose problems and subproblems into parts to facilitate the
design, implementation, and review of programs.

Computing Systems

7.5 The student will describe how the Internet connects devices and networks all over the
world. Exclusion: Specific devices used to implement the Internet are beyond the
scope of these standards.

Cybersecurity

7.6 The student will explain how physical and digital security measures protect electronic
information.

7.7 The student will identify existing cybersecurity concerns associated with Internet use

and Internet-based systems and potential options to address these issues.

3|Page



Data and Analysis

7.8 The student will discuss the correctness of a model representing a system by
comparing the model’s generated results with data that were observed in the system
being modeled.

7.9 The student will refine computational models based on the data they have generated.
Impacts of Computing

7.10 The student will explain how advances in technology have contributed to Virginia’s
prosperity and role in the global economy. [Related SOL.: VS.10]

7.11 The student will describe the development of new technologies in communication,
entertainment, and business and their impact on American life. [Related SOL:
USIIL9]

7.12 The student will explore careers related to the Internet. [Related SOL: English 7.6]

Networking and the Internet
7.13 The student will outline the advantages and disadvantages of transmitting
information over the Internet, including speed, reliability, cost and security.

7.14 The student will explain why protocols are necessary in data transmission. Model the
role of protocols in transmitting data across networks and the Internet.

7.15 The student will model how information is broken down into smaller pieces,
transmitted as packets through multiple devices over networks and the Internet, and
reassembled at the destination.

Grade Eight

The eighth-grade standards emphasize constructing programs and utilizing algorithms to
accomplish a task. Students continue to decompose larger problems into smaller tasks and
recognize the impacts of computing and computing devices. Students in eighth grade continue to
work with data including how it can be vulnerable and how it can be protected. The accurate use
of terminology as well as the responsible use of technology will continue to be built upon. The
foundational understanding of computing and the use of technology will be an integral
component of successful acquisition of skills across content areas.

Algorithms and Programming

8.1  The student will construct programs to accomplish a task as a means of creative
expression or scientific exploration using a block based or text based programming
language, both independently and collaboratively
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a) combining control structures such as if-statements and loops including nested
conditionals and loops;

b) using clearly named variables that represent different data types, including numeric
and non-numeric data, and perform operations on their values; and [Related SOL:
Math 7.1, 7.2]

c) create procedures with parameters.

8.2  The student will systematically test and refine programs using a range of test cases.

8.3  The student will explain how effective communication between participants is required
for successful collaboration when developing programs.

8.4  The student will use flowcharts and/or pseudo code to address complex problems as
algorithms.

Computing Systems

8.5  The student will, using the elements of computing devices such as primary memory,
secondary storage, processor, input and output devices, and network connectivity;
analyze the advantages and limitations of a given computing system.

Cybersecurity
8.6  The student will identify physical and digital security measures used protect electronic
information.

8.7  The student will identify impacts of hacking, ransomware, scams, fake vulnerability
scans, and the ethical and legal concerns involved. Exclusion: Students do not need to
implement solutions.

Data and Analysis
8.8 The student will explain the difference between a model and a simulation, and create
computational models to conduct simulations.

Impacts of Computing
8.9  The student will describe tradeoffs between allowing information to be public, and
keeping information private.

8.10  The student will evaluate online and print sources for appropriateness and credibility.

8.11 The student will discuss the social impacts and ethical considerations associated with the
field of cybersecurity.

8.12  The student will explore careers related to the field of cybersecurity. [Related SOL:
English 8.6]
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Networking and the Internet
8.13  The student will identify existing cybersecurity concerns associated with Internet use and
Internet-based systems and potential options to address these issues.

Middle School Computer Science Elective (MSCE) Standards

The standards below outline the content for a flexible elective course with optional modules for
6-week, 9-week, 18-week, or 36-week implementations. These standards build on the concepts
of computer science developed in prior grade levels and in the integrated standards for middle
school students. Teachers are encouraged to select programming languages and environments,
problems, challenges, and activities that are appropriate for their students to successfully meet
the objectives of the standards.

The content for the initial 6-week module has an emphasis on computer programming. Students
will review and build on skills developed throughout elementary school. Teachers may choose a
block-based or text-based programming environment based on the prior experience of the
students and the selected problems. For a 9-week module, students will study the history of
computers and computer science, with a focus on the impact of Virginians. In the 18-week
module, students will build additional programming skills within the framework of computer
science principles. For an 18-week module, students will complete one or more projects to
include programming, hardware and software integration, and collaboration.

Programmable computing tools will be used to facilitate design, analysis, and implementation of
computer programs. Students for exploring and creating computer programs, facilitating
reasoning and problem solving, and verifying solutions should use these tools.

6-week Core Module

Algorithms and Programming
MSCSE.1 The student will design and iteratively develop programs that combine control
structures, including loops and conditionals.

MSCSE.2 The student will investigate variables and data types, including simple operations
on strings.

MSCSE.3 The student will implement a program that accepts input values, stores them in
appropriately named variables, and produces output.

MSCSE.4 The student will document programs in order to make them easier to trace, test,
and debug.
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Additional Content for 9-week Module

Impacts of Computing

MSCSE.5 The student will discuss issues of bias and accessibility in the design of existing
technologies.

MSCSE.6 The student will describe and explain the history of computer science, including
naming significant historical figures and describing their impact on the field.

Additional Content for 18-week Module

Algorithms and Programming

MSCSE.7 The student will use flowcharts and/or pseudo code to address complex problems
as algorithms.

MSCSE.8 The student will incorporate existing code, media, and libraries into original
programs, and give attribution.

MSCSE.9 The student will systematically test and refine programs using a range of test
cases.

Networks and the Internet
MSCSE.10  The student will model the role of protocols in transmitting data across networks
and the Internet.

Cybersecurity
MSCSE.11  The student will apply multiple methods of encryption to model the secure
transmission of information.

MSCSE.12  The student will explain how physical and digital security measures protect
electronic information.

Data and Analysis
MSCSE.13  The student will collect data using computational tools and transform the data to
make it more useful and reliable.

MSCSE.14  The student will refine computational models based on the data they have
generated.

MSCSE.15  The student will represent data using multiple encoding schemes.

Impacts of Computing
MSCSE.16  The student will discuss issues of bias and accessibility in the design of existing
technologies.

MSCSE.17  The student will compare tradeoffs associated with computing technologies that
affect people's everyday activities and career options.
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MSCSE.18

MSCSE.19

The student will collaborate with many contributors through strategies such as
crowdsourcing or surveys when creating a computational artifact or visualization.

The student will describe tradeoffs between allowing information to be public and
keeping information private and secure.

Computing Systems

MSCSE.20

MSCSE.21

The student will systematically identify and correct problems with computing
devices and their components.

The student will explore the relationship between hardware and software using he
Internet of Things.

36-week Module
Algorithms and Programming

MSCSE.22

MSCSE.23

MSCSE.24

The student will work in a team to distribute tasks; maintain a timeline; and use
iterative design to solve problems, including peer review and feedback.

The student will decompose problems and subproblems into parts to facilitate the
design, implementation, and review of programs.

The student will create procedures with parameters to organize code and make it
easier to reuse.

Computing Systems

MSCSE.25

MSCSE.26
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based on an analysis of how users interact with the devices.

The student will design projects that combine hardware and software components
to collect and exchange data.



Computer Science Foundations
The Computer Science Foundations standards outline the content for a one-year course with an

emphasis on computer programming within the context of broader concepts of
computer science. The standards build on the concepts of computer science
developed in prior grade levels. The standards provide a transition from block-
based programming to a text-based programming language and familiarize the
student with developing and executing computer programs. Teachers are
encouraged to select programming languages and environments, problems,
challenges, and activities that are appropriate for their students to successfully
meet the objectives of the standards.

Programmable computing tools will be used to facilitate design, analysis, and implementation of
computer programs. Students for exploring and creating computer programs, facilitating
reasoning and problem solving, and verifying solutions should use these tools.

Computing Systems
CSF.1 The student will
a) compare the structures, functions, and interactions between application software,
system software, and hardware; and
b) explore the relationship between hardware and software using the Internet of
Things.

Networks and the Internet

CSF.2 The student will model how information is broken down into smaller pieces,
transmitted as packets through multiple devices over networks and the Internet,
and reassembled at the destination.

CSF.3 The student will explain the role of protocols in transmitting data across networks
and the Internet.

CSF.4 The student will evaluate the scalability and reliability of networks, by describing
the relationship between routers, switches, servers, topology and addressing.

Cybersecurity

CSF.5 The student will identify and explain ways that sensitive data (assets) can be
threatened by malware and other computer attacks, using appropriate
terminology.

CSF.6 The student will give examples of ways to protect sensitive data (assets) from
malware and other computer attacks and evaluate them according to multiple
criteria.
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CSF.7 The student will explain typical tradeoffs between usability and security and
recommend security measures in a given scenario based on these (or other)
tradeoffs.

CSF.8 The student will write or adapt a program to validate its input and to avoid certain
kinds of vulnerabilities.

Data and Analysis

CSF.9 The student will evaluate the tradeoffs in how data elements are organized and
where data is stored.

CSF.10 The student will create interactive data visualizations using software tools to help
others better understand real-world phenomena.

CSF.11 The student will use data analysis tools and techniques to identify patterns in data

representing complex systems.

Algorithms and Programming

CSF.12

CSF.13

CSF.14

CSF.15

CSF.16

CSF.17

CSF.18

CSF.19

CSF.20
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The student will develop a program working individually and in teams using a
text-based language.

The student will identify the expected output of a program given a problem and
some input.

The student will design and iteratively develop programs for practical intent or
personal expression, incorporating feedback from users.

The student will design and implement algorithms using
a) sequencing of instructions;

b) conditional execution; and

c) iteration.

The student will implement a program that accepts input values, stores them in
appropriately named variables, and produces output.

The student will trace the execution of an algorithm, illustrating output and
changes in values of named variables.

The student will apply the basic operations used with numeric and non-numeric
data types in developing programs.

The student will use predefined functions to simplify the solution of a complex
problem.

The student will apply simple algorithms to a collection of data.



CSF.21 The student will create programs
a) demonstrating an understanding that program development is an ongoing
process that requires adjusting and debugging along the way; and
b) using version control to create and refine programs.

Impacts of Computing
CSF.22 The student will use tools and methods for collaboration on a project to increase
connectivity of people in different cultures and career fields.

CSF.23 The student will evaluate the ways computing impacts personal, ethical, social,
economic, and cultural practices.

CSF.24 The student will explain the beneficial and harmful effects that intellectual
property laws can have on innovation, including the impact of open source
software.

CSF.25 The student will explain the privacy concerns related to the collection and
generation of data through automated processes that are not always evident to
users.
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Computer Science Principles
The Computer Science Principles standards outline the content for a one-year course with an

emphasis on the principles underlying computer science. The standards build on the concepts
outlined in the Computer Science Foundations standards.

Students in this course will expand their programming skills and begin to think about and
analyze their own problem solving process. Students continue to develop the ideas and practices
of computational thinking and consider how computing impacts the world.

Teachers are encouraged to select programming languages and environments, problems,
challenges, and activities that are appropriate for their students to successfully meet the
objectives of the standards.

Programmable computing tools will be used to facilitate design, analysis, and implementation of
computer programs. Students for exploring and creating computer programs, facilitating
reasoning and problem solving, and verifying solutions should use these tools.

Computing Systems
CSP.1 The student will develop and apply criteria for evaluating a computer system for a
given purpose.

CSP.2 The student will illustrate ways computing systems implement logic, input, and
output through hardware components.

Networks and the Internet

CSP.3 The student will explain abstractions enabling
a) one computer to communicate with another over an Internet connection; and
b) different layers of Internet technology to build on one another.

CSP.4 The student will explain design principles enabling large-scale operation of the
Internet to connect devices and networks all over the world.

Cybersecurity
CSP.5 The student will explain symmetric and asymmetric encryption as they pertain to
messages being sent on a network.

Data and Analysis
CSP.6 The student will discuss the methods and tradeoffs of collecting and analyzing
data elements on a large scale.

CSP.7 The student will select data collection tools and techniques to generate data sets
that support a claim or communicate information. Implement a relational database
to work with data.
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CSP.8 The student will discuss how data representations can be interpreted in a variety
of forms, convert between data representations, and analyze the representation
tradeoffs among various forms of digital information.

Algorithms and Programming

CSP.9 The student will design and implement algorithms with
a) compound conditional execution; and
b) a variety of loop control structures.

CSP.10 The student will solve a complex problem by decomposing it into subtasks
consisting of predefined functions and user-defined functions.

CSP.11 The student will store, process, and manipulate data contained in a data structure.
CSP.12 The student will systematically debug a program using an appropriate set of data.

Impacts of Computing
CSP.13 The student will explain how computing has impacted innovations in other fields
positively and negatively, and enables collaboration between a variety of people.

CSP.14 The student will evaluate the impact of equity, access, and influence on the
distribution of computing resources in a global society, including the impacts of
cloud computing.

CSP.15 The student will explain how intellectual property concerns affect the tools for
and products of computing, including combining existing content to create new
artifacts and the impact of open source and free software.

CSP.16 The student will evaluate the social and economic implications of privacy in the
context of safety, law or ethics.

Computer Science Programming

The Computer Science Programming standards outline the content for a one-year course with an
emphasis on computer programming in a text-based language. The standards build on the
concepts outlined in the Computer Science Foundations and Computer Science Principles
standards.

This course continues the study of computer programming and prepares students to write

programs of increasing complexity to solve problems of personal interest and professional
relevance in a variety of technical fields. Additionally, this course provides the knowledge and
experience to prepare students for further studies in computer science.

Teachers are encouraged to select text-based programming languages and environments,
problems, challenges, and activities that are appropriate for their students to successfully meet
the objectives of the standards. The majority of this course will address Algorithms and
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Programming. While the standards below do not include new content related to Computing
Systems or Networks and the Internet, they may be used to provide context for additional
exploration of these topics.

Cybersecurity

PRG.1 The student will describe and use best practices of program development that
make some common flaws less likely and explain how this improves computer
security.

Data and Analysis
PRG.2 The student will create programs that model the relationships among different
elements in collections of real-world data.

PRG.3 The student will translate numbers between machine representations and human-
accessible representations.

Algorithms and Programming
PRG.4 The student will design and implement a program working individually and in
teams using a text-based language.

PRg.5 The student will explain the software life cycle and how it applies to iterative
development processes.

PRG.6 The student will design and implement an algorithm
a) with compound conditional execution, and analyze and evaluate complex
Boolean conditions; and
b) using complex iteration, including nested loops.

PRG.7 The student will implement programs that accept input from a variety of sources
and produce output based on that input.

PRG.8 The student will trace the execution of iterative and recursive algorithms,
illustrating output and changes in values of named variables.

PRG.9 The student will perform complex computations
a) on numbers, including modular division and random number generation; and
b) on strings, including substring manipulation and processing individual
characters.

PRG.10 The student will demonstrate an understanding of different data types by using
appropriate constructs to convert between them when appropriate.

PRG.11 The student will analyze a large-scale computational problem, identify
generalizable patterns, and implement a solution.
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PRG.12

PRG.13

PRG.14

PRG.15

PRG.16

PRG.17

PRG.18

PRG.19

PRG.20

The student will implement an algorithm that uses existing functions and accesses
existing libraries or APIs to satisfy its requirements.

The student will write functions, both with and without parameters, and both with
and without return values, that represent abstractions useful to the solution of a
larger problem.

The student will create programs demonstrating an understanding of the
interactions between classes in object-oriented design, and by implementing
classes with instance data and methods to satisfy a design specification.

The student will use code written by others by reading the documentation and
incorporating it into their programs using proper citation of the reused code.

The student will read and store data in 1D and 2D collections, and design and
implement algorithms to process and manipulate those collections.

The student will adapt classic algorithms for use in a particular context and
analyze them for effectiveness and efficiency.

The student will develop and use a series of test cases to verify that a program
performs according to its design specifications, including edge cases and all
branches.

The student will, through the process of code review, evaluate a program's
correctness, readability, usability, and other factors.

The student will use a systematic approach and debugging tools to independently
debug a program.

Impacts of Computing

PRG.21
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The student will identify some of the practical, business, and ethical impacts of
open source and free software and the widespread access they provide.



Grades K-2

Basic Operations and Concepts
C/ITK-21 Demonstrate an operational knowledge of various technologies.
A. Use various types of technology devices to perform learning tasks.

e Use a keyboard, mouse, touchscreen, touchpad, and other input devices to
interact with a computer.
e Use appropriate buttons, gestures, menu choices, and commands to
manipulate the computer when completing learning tasks.
B. Communicate about technology with appropriate terminology.

e Use basic technology vocabulary as needed.

C/ITK-2.2 Identify and use available technologies to complete specific tasks.
A. ldentify the specific uses for various types of technology and digital resources.

Identify the difference between hardware and software.

Create a text document.

Open and read an electronic book.

Create a digital image.

B. Use content-specific tools, software, and simulations to complete projects.

e Use tools in various content areas as appropriate.

Social and Ethical Issues

C/T K-2.3  Make responsible decisions—grounded in knowledge of digital safety and
security best practices—that pertain to various digital communication tools and methods.
A. Demonstrate knowledge of school policies for using computers and other
technologies.
e Be able to articulate what is allowed and what is not allowed at school
when using technology.
B. Understand the importance of protecting personal information and passwords.

e Communicate an understanding of the basic principles of online safety.
e Follow procedures that protect safety and security as outlined in the
division’s acceptable use policy.

C. Understand the basic principles of the ownership of ideas.
¢ Identify digital information as being produced by people—either as

individuals or as part of a group or organization.
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D. Identify and model responsible behaviors when using information and
technology.

¢ ldentify strategies to address bullying situations involving electronic
devices.

Technology Research Tools

CITK-24

CIT K-2.5

Plan and apply strategies for gathering information, using a variety of tools and
sources, and reflect on alternate strategies that might lead to greater successes in
future projects.

A. ldentify information in various formats.

e Recognize that information may be presented as printed text, electronic
text, audio, video, or images.
B. Identify available sources of information.

e Be able to name and use sources of information available at school and
outside the school.

Thinking Skills, Problem Solving, and Decision Making
Practice reasoning skills when gathering and evaluating data.
A. Recognize that technology can be used to solve problems and make informed

decisions.

e Communicate how a decision was made based on assistance from a
technology tool.
B. Use technology tools to assist with problem solving.

e Demonstrate how technology can be used to investigate and solve
problems in various content areas.

Technology Communication Tools

C/T K-2.6

Grades 3-5

48 |Page

Communicate effectively with others (e.g., peers, teachers, experts) in
collaborative learning situations.
A. Use technology tools for individual and collaborative writing,

communication, and presentation activities.

e Use word processing to practice writing skills.
e Use common graphic and presentation tools when preparing and providing
presentations.
B. Recognize tools useful for communication.

¢ |dentify how different technologies appeal to different senses.



Basic Operations and Concepts
Demonstrate an operational knowledge of various technologies.
A. Use various types of technology devices to perform learning tasks.

CIT3-51

CIT 3-5.2

Use a keyboard, mouse, touchscreen, touchpad, and other input devices to
interact with a computer.

Demonstrate the ability to perform a wide variety of basic tasks using
technology, including saving, editing, printing, viewing, and graphing.

B. Communicate about technology with appropriate terminology.

Use basic technology vocabulary in daily practice.

Identify and use available technologies to complete specific tasks.

A

Identify the specific uses for various types of technology and digital
resources.

Identify the differences among local, network, and Internet resources and
tools.

Create, edit, and format a document with text and graphics.

Create and present a multimedia presentation.

Create and populate a spreadsheet with data.

Capture and edit a digital image.

Demonstrate the ability to choose appropriate resources when completing
assignments in various content areas.

Use content-specific tools, software, and simulations to complete projects.

Use tools in various content areas as directed by the teacher.

Social and Ethical Issues

C/T 3-5.3
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Make responsible decisions—grounded in knowledge of digital safety and
security best practices—that pertain to various digital communication tools and
methods.

A

Demonstrate knowledge of basic practices related to online safety.

Use best practices for online safety as defined by the division’s online
safety program.

Demonstrate an understanding of the division’s acceptable use policy and
consequences for inappropriate use.

Discuss and model responsible behaviors when using information and
technology.

Identify reasons for taking security precautions when using any
technology, especially those related to the Internet.



e Demonstrate responsible behavior, such as using strong passwords and
avoiding high-risk activities.

¢ |dentify inappropriate or threatening interpersonal situations involving
electronic devices and develop strategies to react to them safely.

e Behave appropriately in virtual groups and be proactive in preventing
bullying behavior in an environment that provides anonymity to bullies.

C/T3-5.4 Exhibit personal responsibility for appropriate, legal, and ethical conduct.
A. Understand the need for laws and regulations regarding technology use.

e Model appropriate, legal, and ethical behavior in all technology use and
technology-supported environments.
B. Understand the basic principles of the ownership of ideas.

e Demonstrate a basic understanding of “fair use.”

C/T 3-55 Demonstrate digital citizenship by actively participating in positive activities for
personal and community well-being.
A. Communicate respect for people when participating in group online learning

activities.

e |dentify ways in which online communications are different from face-to-
face communications.
e Demonstrate online etiquette when communicating with others.
B. Explore the potential of the Internet as a means of personal learning and the

respectful exchange of ideas and products.

e Participate in the creation of digital projects that involve communicating
with others.

Technology Research Tools

C/T 3-5.6 Plan and apply strategies for gathering information, using a variety of tools and
sources, and reflect on alternate strategies that might lead to greater successes in
future projects.

A. Collect information from a variety of sources.

e Conduct research using various types of text- and media-based

information.
B. Apply best practices for searching digital resources.
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CIT 3-5.7

C/T 3-5.8

C/T 3-5.9

o Apply effective search strategies that will yield targeted information.
e Identify basic indicators that a digital source is likely to be reliable.

Draw conclusions from research and relate these findings to real-world situations.
A. Use research to support written and oral presentations.

e Apply research derived from digital resources to original work.
e Demonstrate how to cite digital resources when developing nonfiction
reports and presentations.
B. Apply knowledge when conducting research to develop accurate and balanced

reports.

e Use best practice guidelines for evaluating research results.

Thinking Skills, Problem Solving, and Decision Making
Practice reasoning skills when gathering and evaluating data.
A. Determine when technology tools are appropriate to solve a problem and

make a decision.
¢ ldentify technology resources and tools that can help with decision
making.
B. Demonstrate organization and persistence when completing personal and
group assignments, activities, and projects.
e Use various productivity tools that help with planning, time management,
project goal setting, etc.
Use models and simulations to understand complex systems and processes.

A. Understand the use of simulations in learning.

¢ Enhance understanding of concepts and skills by explaining how a
simulation differs from and is similar to real life.
B. Use simulations to understand complex concepts.

¢ Enhance understanding of concepts and skills by using simulations.

Technology Communication Tools
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C/T 3-5.10

C/T 3-5.11
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Communicate effectively with others (e.g., peers, teachers, experts) in
collaborative learning situations.

A.

A

Use technology tools for individual and collaborative writing,
communication, and publishing activities.

e Produce documents and presentations that demonstrate the ability to edit,
reformat, and integrate various tools and media.
Participate in communications among different cultures.

e Understand the need to place communication in the context of culture.

Assume different roles (e.g., leader/follower, orator/listener) on teams in

various situations.

e Recognize that different people on a team bring different technical skills,
and understand how that can influence team responsibilities.

e Demonstrate the ability to share technology tools as needed.

Apply knowledge and skills to generate innovative ideas, products,
processes,and solutions.
Organize and display knowledge and understanding in ways that others can

view, use, and assess.

e Understand the various ways in which digital products can be shared.
Use technology tools to share original work.

e Use presentation tools to organize and present stories, poems, songs, and
other original work.



Grades 6-8

Basic Operations and Concepts
C/T6-8.1 Demonstrate an operational knowledge of various technologies.

A. Use various types of technology devices to perform learning tasks.

e Demonstrate the ability to perform specific tasks using technology,
including organizing, analyzing, and presenting data; formatting and
presenting text and graphic information; and capturing and manipulating
images.

B. Communicate about technology with appropriate terminology.

e Use technology vocabulary in daily practice.

C/IT 6-8.2 Identify and use available technologies to complete specific tasks.

A. Ildentify the specific uses for various types of technology and digital
resources.

e Select and use local, network, and Internet resources and tools.
e Capture and edit video.
e Explain how various careers incorporate technology.
B. Use content-specific tools, software, and simulations to complete projects.

e Use tools in various content areas, such as graphing calculators, science
simulations, story diagramming applications, image processing
applications, and history timeline applications.

Social and Ethical Issues

C/T 6-8.3 Make responsible decisions—grounded in knowledge of digital safety and
security best practices—that pertain to various digital communication tools and

methods.

A. Demonstrate knowledge of basic practices related to online safety.

e Use best practices for online safety as defined by the division’s online
safety program.
e Apply the division’s acceptable use policy to everyday situations.
e Model appropriate, legal, and ethical behavior in all technology use and
technology-supported environments.
B. Discuss and model responsible behaviors when using information and

technology.
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C/T6-8.4

C/T 6-8.5

C/T 6-8.6
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¢ |dentify reasons for taking security precautions when using any
technology, especially those related to the Internet.

e Demonstrate responsible behavior, such as using strong passwords and
avoiding high-risk activities.

e |dentify examples of inappropriate or bullying online behavior and
demonstrate an understanding of the reasons why such behavior is
inappropriate in a civil society.

¢ |dentify differences between healthy and unhealthy virtual relationships
such as bullying and practice positive responses to problems.

e Demonstrate personal responsibility for online behavior, especially in
social media settings.

e Demonstrate awareness of the potential social, economic, and legal
consequences of inappropriate online behavior.

Exhibit personal responsibility for appropriate, legal, and ethical conduct.
A. Demonstrate an understanding of “fair use.”

e Apply knowledge of copyright and “fair use” when developing
presentations, products, and papers.
B. Demonstrate an understanding of current copyright laws.

¢ |dentify copyright laws that impact student work.

Demonstrate digital citizenship by actively participating in positive activities for
personal and community well-being.

A. Communicate respect for people when participating in group online learning
activities.

e Demonstrate online etiquette when communicating with others.
e Demonstrate an understanding of cyberbullying and strategies for stopping
a cyberbully.
B. Explore the potential of the Internet as a means of personal learning and the

respectful exchange of ideas and products.

e Participate in the creation of digital projects that involve others working
together toward a common goal.
e Demonstrate the ability to identify diverse perspectives on issues.

Understand the nature of information in a global society and how the
characteristics of various media may influence others.
A. ldentify the various uses of media based on intent and audience.



¢ Investigate media messages in various contexts.
B. Be able to construct and deconstruct media messages.

e Connect media messages to various writing techniques, logic models, and
outcomes.
e Develop communication projects using various types of media.

Technology Research Tools

CIT 6-8.7

C/T 6-8.8

CIT 6-8.9
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Plan and apply strategies for gathering information, using a variety of tools and
sources, and reflect on alternate strategies that might lead to greater successes in
future projects.

A. Use various technology and digital resources to collect information.

e Conduct research using various types of text- and media-based
information.
e Use various types of content-specific technology to gather data and
information.
B. Use search strategies to retrieve information.

o Apply effective search strategies that will yield targeted information.
e |dentify indicators that a digital source is likely to be reliable.

Draw conclusions from research and relate these findings to real-world
situations—investigating further, if necessary.
A. Use digital research to support written and oral presentations.

e Apply research derived from digital resources to original work, as
appropriate.
B. Apply knowledge when conducting research to develop accurate and
balanced reports.

e Determine when further research is needed based on original search results
and first drafts.
e Demonstrate how to cite digital resources when developing nonfiction
reports and presentations.
o Apply strategies that help avoid plagiarism when clipping and storing
digital notes.
C. Interpret digital primary sources within historical and contemporary contexts.

e Follow procedures to interpret various primary sources for a variety of
content areas.

Analyze, synthesize, and evaluate information based on source validity and the
appropriateness to specific tasks.



A. Evaluate the accuracy, relevance, and appropriateness of electronic
information sources.

e Use a variety of strategies to evaluate the accuracy of digital resources.
e Use various digital tools, such as graphic organizers, to analyze and
synthesize data for learning tasks.
B. Use various digital tools to organize, analyze, and synthesize data for

learning tasks.

e Use digital tools, such as graphic organizers, spreadsheets, and databases.

Thinking Skills, Problem Solving, and Decision Making

C/T 6-8.10

C/T 6-8.11

CIT 6-8.12
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Practice reasoning skills when gathering and evaluating data.
A. Employ technology in developing strategies for solving problems.

e |dentify and use technology resources and tools that can help with
problem solving.
e Use a variety of technologies to identify and provide possible solutions to
real-world problems.
B. Select resources that extend one’s own capability to solve problems and

make informed decisions.
e Understand how certain technologies can extend human capabilities to

understand complex situations.

Demonstrate organization and persistence when completing personal and group
assignments, activities, and projects.

A. Use digital resources to assist with project planning.
e Use various productivity tools that help with planning and time
management.

B. Use digital resources to assist with project management.

e Use productivity tools to assist in tracking and meeting goals.

Use models and simulations to understand complex systems and processes.
A. Use simulations to understand complex concepts.

e Enhance understanding of concepts and skills by using simulations.
B. Use various digital resources to produce graphical representations of data.



e Complete assignments involving data by using data graphing or imaging
tools.

Technology Communication Tools

C/T 6-8.13  Communicate effectively with others (e.g., peers, teachers, experts) in
collaborative learning situations.
A. Use technology tools for individual and collaborative writing,

communication, and publishing activities.

e Use various technology resources to develop written and media-based
reports and projects, integrating technologies as appropriate.
e Collaborate with others using digital communication tools.
B. Participate in communications among different cultures.

e Understand the need to place communication in the context of culture.
C. Assume different roles (e.g., leader/follower, orator/listener) on teams in

various situations.

e Use technology to complete a wide variety of tasks when working in
teams, depending on the individual’s group role.

C/T 6-8.14  Apply knowledge and skills to generate innovative ideas, products, processes,
and solutions.
A. Organize and display knowledge and understanding in ways that others can

view, use, and assess.

e Choose the appropriate tool, format, and style to communicate information
for specific purposes.
¢ Independently use technology tools to create and communicate for
individual and/or collaborative projects.
B. Add meaning to individual and group ideas and products through creative

work.

e Use digital resources and technology to enhance original oral and written
presentations.
C. Produce resources in a variety of formats.

e Demonstrate the ability to determine proper formats for delivering
products digitally so others may use them.
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Grades 9-12

Basic Operations and Concepts

C/T9-12.1

CIT9-12.2

CIT9-12.3
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Demonstrate an operational knowledge of various technologies.
A. Use various types of technology devices to perform learning tasks.

e Demonstrate the ability to perform a wide variety of complex tasks using
technology, including creating and using models and simulations,
developing multipage documents and multimedia presentations, capturing
and manipulating video, and constructing spreadsheets that use
mathematical or logical functions to manipulate and present data.

B. Communicate about technology with appropriate terminology.

e Use an expansive technology vocabulary in daily practice.

Identify and use available technologies to help complete specific tasks.

A. Ildentify the specific uses for various types of technology and digital
resources.

o Apply knowledge of different types of technology and digital resources to
routine and complex tasks.
B. Use content-specific tools, software, and simulations to approach projects.

e Use specialized tools to assist with learning in various content areas.
e Use models and simulations to learn complex concepts, solve problems,
and make decisions.

Demonstrate an understanding of the strengths and weaknesses of various
technologies for supporting different tasks (e.g., writing, research, presentations,
creating artwork, statistical analysis).

A. Make appropriate choices when determining how to use different
technologies for different purposes.

e Demonstrate the ability to choose appropriate resources when completing
assignments in various content areas.
e Make use of self-help tutorials and manuals to troubleshoot and explore
unfamiliar features in various tools.
B. Explore career opportunities in technology-related careers, and consider the

roles technology will play in future career choices.

e Explain how various careers incorporate technology.
e Investigate careers that focus on inventing or developing technology.



C/T 9-12.4  Incorporate new and emerging technologies as appropriate.

A. Demonstrate knowledge of current advancements in information
technologies.

e Identify and describe the impact of new and emerging technologies and
their applications.
e Debate ethical issues related to new technologies.
B. Develop and apply strategies to evaluate new and emerging technologies as

potential tools for learning.

e Research and report on new and emerging technologies and how these
impact daily life, with a focus on learning.

Social and Ethical Issues

C/T9-125  Make responsible decisions—grounded in knowledge of digital safety and
security best practices—that pertain to various digital communication tools and
methods.

A. Discuss and debate appropriate legal, ethical, and responsible behaviors
concerning information and technology.

¢ Investigate current issues related to legal, ethical, and responsible use of
various types of technology and information.
B. Model appropriate legal, ethical, and responsible behaviors when using

information and technology.

e Use best practices for online safety as defined by the division’s online
safety program.

e Demonstrate responsible behavior, such as using strong passwords and
avoiding high-risk activities.

e Model responsible behavior when using technology tools and software as
well as various types of networks.

e Identify personal responsibilities in virtual relationships and demonstrate
an understanding of the connection to legal, ethical, and responsible
behavior.

¢ |dentify positive and negative uses of social media and develop strategies
to avoid risky or negative situations as well as how to report such
situations to authorities.

C/T 9-12.6  Exhibit personal responsibility for appropriate, legal, and ethical conduct.
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CIT9-12.7

CIT9-12.8
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A. Demonstrate an understanding of “fair use” and copyright law.
e Apply knowledge of “fair use” and copyright law when developing
presentations, products, and papers.
¢ |dentify copyright laws that impact student work.
B. Respectfully collaborate with peers, experts, and others to contribute to an
electronic community of learning.
e Demonstrate advocacy for and a personal commitment to respectful online
interaction.
e Contribute in various ways to an online community.
e Model respect for the privacy of others.
C. Demonstrate knowledge of cyber crime and cyber security issues.
¢ |dentify the use of digital resources and tools for illegal activity.
e Compare and contrast various state, federal, and international policies
designed to stem the illegal use of technology.

Model digital citizenship by actively participating in positive activities for
personal and community well-being.

A. Communicate respect for people when participating in group online learning
activities.

e Apply knowledge about effective online communications to ensure
personal communications are clear.
e Use rules of online etiquette when communicating with others.
B. Explore the Internet as a means of personal learning and a respectful

exchange of ideas and products.

e Participate in projects that involve others digitally, working together
toward a common goal.

e Pursue individual projects using online resources.

e Demonstrate the ability to identify diverse perspectives on issues.

Understand the nature of information in a global society and how the
characteristics of various media may influence others.
A. Identify the various uses of media based on intent and audience.

¢ Investigate media messages in various contexts.
B. Beable to construct and deconstruct media messages and graphical

representations of data.

e Connect media messages to various writing techniques, logic models, and
outcomes.

e Develop and communicate an innovative solution to a complex problem
through various types of media in collaboration with experts and peers.



C/T 9-12.9

CIT 9-12.10

C/T9-12.11
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Technology Research Tools
Plan and apply strategies for gathering information, using a variety of tools and
sources, and reflect on alternate strategies that might lead to greater successes in
future projects.
A. Use various technology and digital resources to collect information.

e Perform research using a variety of purposefully chosen technology and
digital resources.
e Use various types of content-specific technology to gather data and
information.
B. Design and implement a variety of advanced search strategies to retrieve

electronic information.

e Develop search strategies based on prior knowledge and reflect on
strategies to increase their effectiveness.

Draw conclusions from research and relate these findings to real-world
situations—investigating further, if necessary.

A. Use digital research to support written and oral presentations.

e Apply research derived from digital resources to original work, as
appropriate.
e Demonstrate an understanding of copyright and plagiarism when using
digital resources.
B. Apply knowledge when conducting research to develop accurate and balanced

reports.

e Determine when further research is needed based on original search results
and first drafts.
C. Interpret digital primary sources for historical and contemporary events.

e Apply knowledge to interpret digital primary sources for a variety of
content areas.

Analyze, synthesize, and evaluate information based on source validity and the
appropriateness to specific tasks.
A. Analyze and draw conclusions about the comprehensive nature and bias of

electronic information sources.

e Follow best practice guidelines for analyzing information from particular
Web sites.
e Evaluate information in the original context.
B. Evaluate the relevance of electronic information sources to a given situation.
e Determine appropriate types of information sources for various situations.
e Choose only relevant information when citing resources.



C. Use various digital tools to organize, analyze, and synthesize data for
learning tasks.

e Use digital tools, such as graphic organizers, spreadsheets, and databases.

Thinking Skills, Problem Solving, and Decision Making
C/T 9-12.12 Practice reasoning skills when gathering and evaluating data.

A. Employ technology in developing strategies for solving problems.

e Regularly use technology tools to assist in authentic problem-solving
activities.

¢ Investigate and apply expert systems and intelligent agents in real-world
situations.
B. Select resources that extend one’s own capability to solve problems and

make informed decisions.
¢ Choose resources that extend one’s own capabilities when solving

problems.

C/T 9-12.13 Demonstrate organization and persistence when completing personal and group
assignments, activities, and projects.

A. Use digital resources to assist with project planning.
e Use various productivity tools that help with planning and time
management.

B. Use digital resources to assist with project management.

e Use productivity tools to assist in tracking and meeting goals.

C/T 9-12.14 Use models and simulations to understand complex systems and processes.
A. Use simulations to understand complex concepts.

e Enhance understanding of concepts and skills by using simulations.
B. Use various digital resources to produce graphical representations of data.

e Complete assignments involving data by using data graphing or imaging
tools.
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Technology Communication Tools

C/T 9-12.15 Communicate effectively with others (e.g., peers, teachers, experts) in
collaborative learning situations.

A.

Use technology tools for individual and collaborative writing,
communication, and publishing activities.

e Use various technology resources to develop, revise, and assess written
and media-based reports and projects, integrating technologies as
appropriate.

¢ Independently collaborate with others using digital communication tools.

e Use digital communication tools to communicate with specific audiences.

Participate in communications among different cultures.

e Contribute during a distance-based communication project that includes
individuals from different cultures by leveraging the differences of those
cultures to develop solutions to common issues.

Participate in online courses, social and learning networks, and virtual

worlds.

e Manage goals for learning in an online course.
e Participate in activities that involve social and learning networks and
virtual worlds.

C/T 9-12.16 Apply knowledge and skills to generate innovative ideas, products, processes,
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A

and solutions.
Use various creative software, programming environments, or digital tools to

convey existing ideas in new and effective ways.

e Use technology to develop innovative and effective solutions for
assignments.
Add meaning to individual and group ideas and products through creative

work.

e Create a drawing, painting, or other visual image.
e Create original music.

e Produce a video.

Participate with peers and experts to assess projects.

e Use peer networks to provide and receive assessments.
e Use communication media to locate experts who can assess projects.



ACCEPTABLE COMPUTER SYSTEM USE

The school board provides a computer system, including the internet, to promote
educational excellence by facilitating resource sharing, innovation and communication. The
term computer system includes, but is not limited to, hardware, software, data, communication
lines and devices, terminals, display devices, printers, CD, DVD and other media devices, tape or
flash drives, storage devices, servers, mainframe and personal computers, tablets, laptops,
telephones, cameras, projectors, multimedia devices, workstations, the internet and other
electronic services and internal or external networks. This includes any device that may be
connected to or used to connect to the school division’s network or electronically stored division
material.

All use of the division’s computer system must be (1) in support of education and/or
research, or (2) for legitimate school business. Use of the computer system is a privilege, not a
right. Inappropriate use may result in cancellation of those privileges, disciplinary action, and/or
legal action. Any communication or material generated using the computer system, including
electronic mail, social media posts, instant or text messages, tweets, and other files, including
communications and materials deleted from a user’s account, may be monitored, read, and/or
archived by division staff.

This policy applies to all users of the division’s computer system. By using or accessing
the computer system, the user agrees to abide by this policy.

The superintendent is responsible for establishing Technology Use Guidelines, containing
the appropriate uses, ethics and protocols for use of the computer system. It is the user’s
responsibility to know and follow this policy and the Technology Use Guidelines.

The Guidelines include:

(1) a prohibition against use of the division’s computer equipment and communications
services for sending, receiving, viewing or downloading illegal material via the internet;

(2) provisions, including the selection and operation of a technology protection measure for
the division’s computers having internet access to filter or block internet access through
such computers, that seek to prevent access to:

a. child pornography as set out in Va. Code 8§ 18.2-374.1:1 or as defined in 18
U.S.C. § 2256;

b. obscenity as defined by Va. Code § 18.2-372 or 18 U.S.C. § 1460; and

c. material that the school division deems to be harmful to juveniles as defined
in Va. Code § 18.2-390, material that is harmful to minors as defined in 47 U.S.C. 8
254(h)(7)(G), and material that is otherwise inappropriate for minors;
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(3) provisions establishing that the technology protection measure is enforced during any use
of the division’s computers;

(4) provisions establishing that all usage of the computer system may be monitored;

(5) provisions designed to educate students and employees about appropriate online
behavior, including interacting with students and other individuals on social networking
websites, blogs, in chat rooms, and cyberbullying awareness and response;

(6) provisions designed to prevent unauthorized online access by minors, including
“hacking” and other unlawful online activities;

(7) provisions requiring every user to protect the security of information necessary to access
the computer system, such as usernames and passwords, and prohibiting the sharing of
passwords;

(8) provisions prohibiting the unauthorized disclosure, use, and dissemination of
photographs and/or personal information of or regarding minors; and

(9) a component of internet safety for students that is integrated in the division’s instructional
program.

(10) Use of the school division’s computer system shall be consistent with the
educational or instructional mission or administrative function of the division as well as
the varied instructional needs, learning styles, abilities and developmental levels of
students.

The division’s computer system is not a public forum.

Users of the division’s computer system have no expectation of privacy for use of the

division’s resources or electronic devices including non-division owned devices while connected
to division networks or computer resources.

Software and/or services may not be installed or downloaded on the division’s computer

system without the prior approval of the superintendent or superintendent’s designee.

Each user of the division’s computer system and a parent/guardian of each student user

shall sign the Acceptable Computer System Use Agreement, GAB-E1/1IBEA-E2, before using
the division’s computer system. The failure of any user to follow the terms of the Agreement,
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this policy or the Technology Use Guidelines may result in loss of computer system privileges,
disciplinary action, and/or appropriate legal action.

The school board is not responsible for any information that may be lost, damaged or
unavailable when using the computer system or for any information retrieved via the internet.
Furthermore, the school board will not be responsible for any unauthorized charges or fees
resulting from access to the computer system

The school board will review, amend if necessary, and approve this policy every two
years.

Adopted: June 14, 2005

Revised: October 10, 2006, November 10, 2009, December 11, 2013, March 12, 2019

Legal Refs: 18 U.S.C. 88 1460, 2256.
47 U.S.C. § 254,

Code of Virginia, 1950, as amended, §§ 18.2-372, 18.2-374.1:1, 18.2-390, 22.1-
70.2, and 22.1-78.

Cross Refs.:  EGAA Reproduction and Use of Copyrighted Materials
GBA/JHFA Prohibition Against Harassment and Retaliation
GCPD Professional Staff Discipline
GCQB Staff Research and Publishing
JFC Student Conduct
JFC-R Standards of Student Conduct
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ACCEPTABLE COMPUTER SYSTEM USE AGREEMENT

Each employee must sign this Agreement as a condition for using the School
Division’s computer system. Each student and his or her parent/guardian must sign this
Agreement before being permitted to use the School Division’s computer system. Read this
Agreement carefully before signing.

Prior to signing this Agreement, read Policy GAB/IIBEA and Regulation GAB-R/IIBEA-
R, Acceptable Computer System Use. If you have any questions about this policy or regulation,
contact your supervisor or your student’s principal.

I understand and agree to abide by the School Division’s Acceptable Computer System
Use Policy and Regulation. | understand that the School Division may access, monitor, and
archive my use of the computer system, including my use of the internet, e-mail and downloaded
material, without prior notice to me. I further understand that should I violate the Acceptable Use
Policy or Regulation, my computer system privileges may be revoked and disciplinary action
and/or legal action may be taken against me.

Student/Employee Signature Date

Student/Employee Name

(Please Print)

| have read this Agreement and Policy GAB/IIBEA and Regulation GAB-R/IIBEA-R. |
understand that access to the computer system is intended for educational purposes and the
Rappahannock County School Division has taken precautions to eliminate inappropriate
material. | also recognize, however, that it is impossible for the School Division to restrict access
to all inappropriate material and I will not hold the School Division responsible for information
acquired on the computer system. I have discussed the terms of this agreement, policy, and
regulation with my student.

| grant permission for my student to use the computer system in accordance with
Rappahannock County School Division’s policies and regulations and for the School Division to
issue an account for my student.

Parent/Guardian Signature Date

Parent/Guardian Name

(Please Print)
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RAPPAHANNOCK COUNTY PUBLIC SCHOOLS

IIBEA-E2/GAB-E2

For Employees

In order to access the school division computer network, each employee, student and
parent/guardian of each student are required to read the Acceptable Computer Use Policy, sign
and return the signature page. If you have any questions about this document, please contact your
supervisor.

Signing this agreement allows you to use the school division’s computer network.

| understand and agree to abide by the school division’s Acceptable Computer Use policy. |
understand that the division may access and monitor my use of the computer system, including
my use of the internet, email and downloaded material, without prior notice to me. | further
understand that should I violate the policy, my computer system privileges may be revoked and
disciplinary action and/or legal action may be taken against me.

Employee Signature Date
PRINTED Name:

| have read this agreement. | understand that access to the computer system is intended for
educational purposes and the school division has taken precautions to eliminate in appropriate
material. | also recognize, however, that it is impossible for the division to restrict access to all
inappropriate material and I will not hold the school division responsible for the information
acquired on the computer system.

ACCEPTABLE COMPUTER SYSTEM USE

All use of the Rappahannock County School Division’s computer system shall be
consistent with the school board’s goal of promoting educational excellence by facilitating
resource sharing, innovation and communication. The term computer system includes, but is not
limited to, hardware, software, data, communication lines and devices, terminals, display
devices, printers, CD, DVD and other media devices, tape or flash drives, storage devices,
servers, mainframe and personal computers, tablets, laptops, telephones, cameras, projectors,
multimedia devices, workstations, the internet and other electronic services and any other
internal or external network. This includes any device that may be connected to or used to
connect to the school division’s network or electronically stored division material.

Computer System Use-Terms and Conditions:

1.  Acceptable Use. Access to the division’s computer system shall be (1) for the purposes
of education or research and be consistent with the educational objectives of the division
or (2) for legitimate school business.

Privilege. The use of the division’s computer system is a privilege, not a right.
3. Unacceptable Use. Each user is responsible for his or her actions on the computer
system. Prohibited conduct includes but is not limited to:
e using the network for any illegal or unauthorized activity, including violation of
copyright or contracts, or transmitting any material in violation of any federal, state,
or local law.

N
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sending, receiving, viewing or downloading illegal material via the computer system.

unauthorized downloading of software.

using the computer system for private financial or commercial purposes.

wastefully using resources, such as file space.

e gaining unauthorized access to resources or entities.

e posting material created by another without his or her consent.

e submitting, posting, publishing, or displaying any obscene, profane, threatening,
illegal, or other inappropriate material.

e using the computer system while access privileges are suspended or revoked.

e vandalizing the computer system, including destroying data by creating or spreading
viruses or by other means.

e intimidating, harassing, bullying, or coercing others.

e threatening illegal or immoral acts.

4.  Network Etiquette. Each user is expected to abide by generally accepted rules of

etiquette, including the following:
e De polite.
e users shall not forge, intercept or interfere with electronic mail messages.
e use appropriate language. The use of obscene, lewd, profane, lascivious, threatening
or disrespectful language is prohibited.
e users shall not post personal information other than directory information as defined
in Policy JO Student Records about themselves or others.

users shall respect the computer system’s resource limits.

users shall not post chain letters or download large files.

users shall not use the computer system to disrupt others.

e users shall not modify or delete data owned by others.

5. Liability. The school board makes no warranties for the computer system it provides.
The school board shall not be responsible for any damages to the user from use of the
computer system, including loss of data, non-delivery or missed delivery of information,
or service interruptions. The school division is not responsible for the accuracy or quality
of information obtained through the computer system. The user agrees to indemnify the
school board for any losses, costs, or damages incurred by the school board relating to or
arising out of any violation of these procedures.

6.  Security. Computer system security is a high priority for the school division. If any user
identifies a security problem, the user shall notify the building principal or system
administrator immediately. All users shall keep their passwords confidential and shall
follow computer virus protection procedures.

7. Vandalism. Intentional destruction of or interference with any part of the computer
system through creating or downloading computer viruses or by any other means is
prohibited.

8.  Charges. The school division assumes no responsibility for any unauthorized charges or
fees as a result of using the computer system, including telephone, data, or long-distance
charges.
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9.  Electronic Mail. The school division’s electronic mail system is owned and controlled
by the school division. The school division may provide electronic mail to aid students
and staff in fulfilling their duties and as an education tool. Electronic mail is not private.
Students’ electronic mail will be monitored. The electronic mail of staff may be
monitored and accessed by the school division. All electronic mail may be archived.
Unauthorized access to an electronic mail account by any student or employee is
prohibited. Users may be held responsible and personally liable for the content of any
electronic message they create or that is created under their account or password.
Downloading any file attached to an electronic message is prohibited unless the user is
certain of that message’s authenticity and the nature of the file.

10.  Enforcement. Software will be installed on the division’s computers having internet
access to filter or block internet access through such computers to child pornography and
obscenity. The online activities of users may also be monitored manually. Any violation
of these regulations shall result in loss of computer system privileges and may also
result in appropriate disciplinary action, as determined by school board policy, or
legal action.

Adopted: June 14, 2005

Revised: March 11, 2008, December 11, 2013, March 12, 2019

Legal Refs: 18 U.S.C. 88 1460, 2256.
47 U.S.C. § 254.

Code of Virginia, 1950, as amended, §§ 18.2-372, 18.2-374.1:1, 18.2-390, 22.1-
70.2 and 22.1-78.

Guidelines and Resources for Internet Safety in Schools, Virginia Department of
Education (Second Edition October 2007)

Cross Refs:  GCPD Professional Staff Discipline
JFC Student Conduct
JFC-R Standards of Student Conduct
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Internet Safety Policy

The implementation of an internet safety program at RCPS included professional
development for all district teachers to train them on the importance of internet safety. Teachers
were trained to incorporate internet safety into their daily lesson plans. ~ The software program,
Missing, is taught to all 7" grade students.

An evaluation of the program indicated that RCPS was meeting the criteria set by the
Virginia Department of Education. Students participate monthly in anti-bullying activities which
include cyber bullying. A RCPS webpage is dedicated to internet safety:

https://sites.google.com/a/rappahannockschools.us/rappahannocks-county-public-schools-
instructional-technology/internet-safety

The following will be implemented for the 2019-2023 RCPS Technology Plan

Monitoring: The teacher or staff member supervising the child has the primary responsibility of
monitoring the Internet for student safety and appropriate use. They should not allow students to
go to off-topic sites or download or install anything from the internet. Students are prohibited
from using a computer without direct supervision of a teacher or staff member.

Responsibility: Each student user and his/her parent/guardian must have signed the Computer
Acceptable Use Policy. Each user must take responsibility for his or her use of the computer
network and Internet and avoid inappropriate sites. If a student finds that other student users are
visiting offensive or harmful sites or misusing network resources, he/she should report such use
to the supervising staff member.

All staff is responsible for monitoring what sites the students are viewing while using the
computer.

Identification of Students on the Web: Student work published on the web by children under
age 18 will not be identified by his/her last name.

Privileges: Use of the RCPS computer network and the Internet is a privilege, not a right and are
for Educational Purposes Only.
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Internet Safety K-12:

Acceptable Use:

Each student must sign the acceptable use policy at the beginning of the school year. Lists are
compiled by high school librarian and Elementary School computer teacher of all students who
have signed acceptable use forms. Lists are accessible to all staff members to ensure that only
students who have signed the acceptable use form will use Rappahannock County Public School
Computers. All staff is required to sign the acceptable use form to begin each new school year.
The code of conduct for each school outlines the consequences for misuse of computer or
technology equipment.

All students K-12 review the acceptable use policy with their teachers to begin the school year.
Posters with the acceptable use policy are posted in the computer labs in both schools to remind
all of the agreement that was signed.

Parents and Community:

Parents receive a brochure on Internet safety in their child’s back to school packet.

Links to aid parents and community members, teachers and students with internet safety
education are posted on the website of each school under the ITRT tab.

Internet safety tips are distributed to parents and community through district newsletter or
superintendent’s press releases.

Classrooms:

Teachers are required to model appropriate copyright procedure for the students. For example:
pictures in their PowerPoints or handouts have the source for the image written underneath to
give credit to the source.

K-7 students review internet safety every year in computer class with their teachers. Grades 8-12
integrate internet safety into the English curriculum.

In addition there are several targeted grade levels that receive additional instruction.

All students in grades K-12 receive internet instruction from the computer lab instructor and
classroom teachers.

High school librarians at each school work with staff to help teach students the rules of fair use,
copyright, and citing sources.
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Roles and Responsibilities’ Internet Safety

Administrators

Oversight of internet safety and acceptable use,

discipline for policy violations,

respond to cyber bullying claims,

make sure teachers are monitoring students’ use of school
computers and other technologies and covering internet
safety skills in their lessons as needed

follow up on internet safety integration lessons at end of
year evaluation

Teachers

report all claims of cyber bullying

monitor student internet and other computer/technology
use

report AUP violations to administrators

include internet safety concepts into curriculum

provide technology learning opportunities appropriate to
student level

lock door of rooms containing computers unless the
teacher is present

Model appropriate use of technology and implement
consequences when used in appropriately

Counselors

Provide guidance regarding right and wrong use of
internet

Report student concerns of bullying and inappropriate
sexual material

Conduct training and keep up to date with regard to
internet safety and cyber bullying.

Instructional
Technology Resource
Teachers

Work with teachers to share internet safety information in
classrooms

Model lessons for classrooms for teachers and students
Provide lessons and resources

Library Media
Specialists

Provide instruction for safe online searches and
evaluating online resources

Enforce strict computer policies in the media center
Update staff on copyright and fair use guidelines
Presentation/Demonstration in English classes on
copyright and fair use

Resource Officers

Teach internet safety in DARE
Support administration with discipline
Talk with students about internet safety

Students

Follow rules set forth by Acceptable Use Agreement
Become responsible technology users
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